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Chemical Management

Institute a Safety Program
e Have a Safety Manual

 Appoint a chemical safety officer for each
major area/section/group/building

 Form a Safety Committee

e Have periodic safety training (films, etc)
e Have safety inspections

e Investigate serious accidents/incidents
e Follow-up!




Cradle - to - grave care of chemicals

Receipt ‘ Storage‘
Use ‘ Disposal
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Plan experiments in advance!

What chemicals are needed?
How much is needed? = A\
How will the chemicals be handled?
What are the reaction products?

How will the chemical be stored?

How will disposal take place?

E:Ei Fl . emical




Inventory management

Less is Better !

LR

« Order only what you need

{‘L TEEELY

 Reduce size of experiment

e |t costs less to store

e It costs less to dispose

“Less is Better: Guide to minimizing waste in laboratories”, Task Force
on Laboratory Environment, Health and Safety, American Chemical
Society, 2002. http://membership.acs.org/C/CCS/pub_9.htm
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Inventory management

Less Is Better !
It's Safer!

It may be cheaper to order diethyl ether in large
containers

But, if it’'s opened for a long time—peroxides can
form!

CSP 9
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Inventory management

 How old are your chemicals?

« Some chemicals degrade over time
— rotate stock
— label & date

\SP4

Chemical
CsSP 10

- / > SAFETY AND SECURITY TRAINING




-R-O-0O-R-
Peroxide Forming
Chemicals

Even with inhibitors they can
become dangerous over time

It

- discard or test if unsure
- label & date
when received,
when opened, and
provide expiration date

“
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Peroxide forming chemicals

* Peroxide formation is caused by an autoxidation reaction.

 The reaction is initiated by light, heat, introduction of a
contaminant or the loss of an inhibitor (BHT).

 Inhibitors slow, but do not stop peroxide formation.

 Most organic peroxide crystals are sensitive to heat, shock, or
friction.

It is important not to let peroxide forming chemicals evaporate
to dryness or accumulate under screw caps.

-R-0-O-R-
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Peroxides can explode
when exposed to thermal
or mechanical shock

Examples: ethers, dioxane,
tetrahydrofuran

o

ORGANIC
PEROXIDE

References:

There are excellent websites on peroxide
forming chemicals and their hazards,
use, storage, and disposal. For
example, see:

http://www.med.cornell.edu/ehs/updates/
peroxide formers.htm

Chemical
m

W -
2 " SAFETY AND SECURITY TRAINING

13




|}

* Protect chemicals during normal
operations

* Protect chemicals during unexpected
events

— Floods

— Tidal waves
— Earthquakes
—Typhoons

— Hurricanes

Chemical storage

]
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> Chemical storage: Basic concepts

e Separate incompatible chemicals

e Separate flammables/explosives from ignition
sources

* Use flammable storage cabinets for large quantities
of flammable solvents

» Separate alkali metals from water

e Separate acids and bases
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Chemical storage: Basic concepts

Store nitric acid separately
Store large containers on bottom shelves

Lock up drugs, chemical surety agents, highly toxic
chemicals

Do not store food in refrigerators with chemicals

Chemical
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Chemical storage: Gas cylinders

« Secure (chain/clamp) and separate gas
cylinders

B -
e« Screw down cylinder caps %‘g
o Storein well-ventilated area e
« Separate & label empty cylinders
o Store empty cylinders separately

« Separate flammable from reactive/oxidizing
gases

CSP 18




Improper gas cylinder storage
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Chemical storage: Cryogenics

e Store gases & cryogenics separately from other
chemicals

e Store cryogenics (liquid nitrogen) & dry ice in well
ventilated areas

* Use proper PPE (including eye protection) when
handling & moving cryogenics

* Do not use cryogenics in closed areas

CSP 20




Chemical storage: Good practices

Limit access

— Label “Authorized Personnel
Only”

— Lock area/room/cabinets when
not in use

Be sure area is cool and well
ventilated

Secure storage shelves to wall
or floor

Shelves should have a 34"
front lip

21

e Separate incompatible

chemicals

— Organize chemicals by
compatible groups

— Alphabetize chemicals only
within compatible groups

N
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e Do Not Store Chemicals

— on top of cabinets

— on floor
—Iin hoods
— with food or drinks

— in refrigerators used for
food

— where there are wide
variations in temperature,
humidity or sunlight

. z Chemical
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Don’t use chemical containers for
food

Don’'t use food containers for
chemicals

Be sure all containers are properly
closed

Wipe-off outside of container
before returning to storage area

Transport/carry all containers
safely

— Preferably use outer protective
container

23
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Never use hallways
for storage

Safety Hazard!!

Blocks exit path in
emergencies!!!

ay.. "'qlri’:é‘,
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Suggested shelf storage groups:

Organics
» Acids, anhydrides  Epoxies, isocyanates
» Alcohols, amides, amines » Azides, peroxides
» Aldehydes, esters,  Nitriles, sulfides,
hydrocarbons sulfoxides
* Ethers, ketones, » Cresols, phenols

halogenated hydrocarbons

1 ]
&ASE
From: “School Chemistry Laboratory Safety O @\’ [=__J-

Guide,” US NIOSH Publication 2007-107
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Suggested shelf storage groups:
Inorganics

* Metals, hydrides * Chlorates, chlorites,

- Halides, halogens perchlorates, peroxides

phosphates, sulfates, » Arsenates, cyanides,
sulfides cyanates

« Amides, azides, nitrates, e Borates, chromates,
nitrites manganates

» Carbonates, hydroxides, » Acids

oxides, silicates .
» Arsenics, phosphorus,

sulfur

From: “School Chemistry Laboratory Safety Guide,” US NIOSH Publication 2007-107

@ Chemical
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Waste management: General guidelines

e Secure and lock waste storage area
e Post signs to warn others
« Keep area well ventilated

CAUTION

HAZARDOUS
WASTE

e Provide fire extinguishers and alarms, spill kits

e Provide suitable PPE
* Provide eye wash, safety showers
* Do not work alone

27

TOXIC CHEMICALS

NO EATING, DRINKING OR
FOOD STORAGE IN THIS
AREA
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Waste management: General guidelines

Insure against leakage; dyke area If possible
Label all chemicals, containers, vials
Separate incompatible chemicals

Keep gas cylinders separate

Keep radioactive material separate

Know how long waste can be stored

Provide for timely pick-up

28
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Waste management

* Recycle, reuse, redistill if
possible

* Dispose by incineration, if
possible

* Incineration is NOT the
same as open burning

LV,

CSP 30
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Is disposal service
licensed?

How will waste be
transported?

How will waste be
packaged?

Where will material be
disposed?

How will it be disposed?
Maintain written records

Waste management: Waste disposal service

31
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If legally allowed:
 Deactivate & neutralize some
liguid wastes yourself
—e.g., acids & bases
—Don’t corrode drain pipes

* Dilute with lots of water while
pouring down the drain

 Be sure that you do not form
more hazardous substances

o
\
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"'-’SAFETY AND SECURITY TRAINING

Waste management: Down the drain?
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Chemical management

e Proper chemical management is an important
part of laboratory safety and security

» Helps protect people, laboratories and the
environment

e Can save money by avoiding duplicate chemical
purchases

CSP 33




Pesticide Management

Douglas B. Walters, Ph.D., CSP, CCHO

Environmental & Chemical Safety Educational Institute
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History of Pesticides

* The first pesticides developed 4500 years ago: crop dusting
with elemental sulfur.

 Modern pesticides
— Main development/discovery period, 1870’s to 1945.
— DDT first synthesized in 1874, used as a pesticide in 1939, became
the most widely used pesticide in the world.
— Advances in organic chemistry and chemical engineering lead to
mass production, especially after WWII.

e Uses

— Health-Medical
* Delousing, fumigation, precursors for pharmaceutical drugs.

* Indoor spraying with DDT for malaria control recommended by WHO.
» Used to prevent the spread of malaria, bubonic plague, sleeping
sickness and typhus.
— Agriculture
» Pest control to prevent crop losses.
* Financial advantage for farmers.

g 3
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Main pesticide categories

« Organochlorines:

— Chlordane, DDT, Dieldrin, 2,4,5-T, Lindane, Heptachlor, Pentachlorophenol,
Endrin, Aldrin, Chlordecone, Endosulfan, Hexachlorobenzene,

Methoxychlor, Mirex, Toxaphene, TDE. ) @ O )
— Chemical warfare agents: sulfur mustard, HD. 3
Organophosphates: o

— Esters of phosphoric acid, Parathion, Malathion, Methyl Parathion, Chlorpyrifos,
Diazanon, Dichlorvos, Phosmet, Tetrachlorvinphos, Azinphos Methyl, Naled,
Fenthion, Dimethoate, Acephate, phosalone and others.

— Chemical warfare agents: sarin, tabun, soman and VX. ><\Nf° "R
» Carbamates: s \H/

— Carbaryl, Sevin, Aldicarb, Carbofuran, Furadan, Fenothiocarb >
* Pyrethoids:

— Synthetic chemical compound similar to natural pyrethins produced by the
flowers of pyrethums (Chrysanthemum cinerariaefolium and C. coccineum).

— Common in household insecticides and insect repellent. At concentrations used
in such products, they are generally harmless to human beings, except sensitive
individuals.

Neo-nicotinoids:

— Synthetic analogs of nicotine insecticides, exhibit much lower mammalian
toxicity and greater field persistence. O ~

— Used in place of organophosphates and carbamates

Red: banned by Stockholm Convention @ Chentical
L

il
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Pesticides categorized by toxicity

Class LD50 for the rat (mg/kg body weight)
Oral Dermal
Solids Liquids Solids Liquids
la Extremely hazardous |<5 <20 <10 <40
Ib Highly hazardous 5-50 20-200 |10-100 40 — 400
I Moderately hazardous |50 - 500 | 200 - 100-1000 | 400 —
2000 4000
I Slightly hazardous Over 500 | Over Over Over
2000 1000 4000
o}
e Class la: Aldicarb, Hexachlorobenzene, Parathion a‘©7,f
e Class Ib: Carbofuran, Dichlorvos, Nicotine Sf}ph %
e Class Il: Chlordane, Carbaryl, Chlorpyrifos, DDT, Naled 6 L
e Class lll: Acephate, Fenothiocarb, Malathion )

“The WHO Recommended Classification of Pesticides by Hazard and Guidelines to Classification,
2004, updated June 2006, http:/mww.who.int/ipcs/publications/pesticides_hazard_rev_3.pdf

Chemical
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Bad effects/properties of pesticides

e Organochlorines
— Accumulates in human adipose tissue and human breast milk
— Accumulates and persists in animal milk and dairy products cl cl
— Interferes with estrogen and androgen receptors
— Suppresses immune system
— Targets sodium ion channels making powerful convulsants
— Can induce neurobehavioral problems
— Can cause cancer, possibly including breast cancer
— Long term exposure linked to type 2 diabetes

— Extremely long half life remaining ecologically active for years-to-decades once
applied in the environment.

e Organophosphates,

— Acts against the enzyme acetolcholinesterase or cholinesterase by irreversibly
inactivating it.

— Degrades much more quickly in the environment than organochlorines
— Organophosphates are generally more toxic than organochlorines.

| |

I Zl

— Most common source of poisoning world-wide. cl
— Intentionally used for suicides in agricultural areas. 0 /:<
— Closely related to chemical warfare ‘nerve’agents \D_u_ |
(sarin, tabun, soman and VX). |
/D
C .S P % Chemical
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Problems with pesticide use

» Persistence

— Organochlorine pesticides resist degradation. Half-lives range from months
to years to decades.

— Organophosphates are less persistent in the environment, but tend to be
more toxic to other species (including humans and warm-blooded animals).

— Pesticides are found in surface and ground-waters, agricultural fields and
farms, urban and suburban locations and undisturbed natural areas thought
to be ‘pristine’.

— Pesticides used on crops have been found hundreds of miles
downstream in drinking water that comes from rivers flowing
through farmland

e Non-discrimination

— Improper use or application leads to the elimination of all
arthropod species and severe consequences for other wildlife.

— Can contribute to the collapse of soil eco-systems by eliminating soil
bacteria and funguses.

 Resistance

— Long term or improper use of insecticides can produce resistance in target
species.

— In Sri Lanka, parts of India, Pakistan, Turkey and Central America,
DDT resistance in mosquitoes has forced a shift to _
organophosphate and carbamate insecticides for malaria control.

N
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International Organizations/Agreements
concerned with pesticide problems

» United Nations Food and Agriculture Organization (FAQO) m
— Founded in 1946.
— Advises countries which import pesticides on how to manage them. Food and Agiculure
« Stockholm Convention on Persistent Organic Pollutants el

— Ratified by 134 nations; entered into force May 2001.

— International agreement concerning Persistent Organic Pollutants (POPs), “chemical
substances that persist in the environment, bio-accumulate through the food web,
and pose arisk of causing adverse effects to human health and the environment”.

— Bans or severely restricts the production, use, trade and disposal of 12 POP’s.
* Rotterdam Convention

— Prior Informed Consent Procedure for Certain Hazardous Chemicals and Pesticides
in International Trade (PIC Convention)

— Ratified by 11 nations; entered into force February 2004.

— Nations must know about imports of chemicals that are banned or severely restricted
in the exporting country, or are severely hazardous pesticide formulations.

« Aarhus Protocol on Persistent Organic Pollutants

— Amendment to the 1979 Geneva Convention on Long Range Trans-boundary Air
Pollution.

— Deals with Long Range Transport caused by the semi-volatile and persistent nature
of these chemicals combined with global wind distribution.

- Chemical
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Current Status

» Large stockpiles of obsolete pesticides are located in many
developing countries.

« Many are beyond the manufacturers expiration date.
« Stocks are not inventoried or secured.
 Materials are routinely used by untrained applicators
resulting in
— over application
— personal exposure

— contamination of fields, farms,
storage facilities and other people.

e http://Iwww.fao.org/ag/AGP/AGPP/Pesticid/p. htm has useful
information on Pesticide management.

Chemical

-
%=~ SAFETY AND SECURITY TRAINING

41



http://www.fao.org/ag/AGP/AGPP/Pesticid/p.htm�

CSP

Pesticide management issues: Global

« Large stockpiles of pesticides exist as aresult of:

— Changes in agricultural/environmental
policies in developed nations

— Ratification of several international
treaties and conventions.

— These pesticides considered ‘obsolete’ by the FAO.
 Many pesticides transferred to the developing world
— Demand exists throughout the developing world of
» Especially DDT to combat malaria.
— International manufacturers continue production

— Large amounts of recently banned pesticide products
from Europe and North America were freely given to
any nation that asked for them.

@ Chemical
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Pesticide management issues: Local

e Usage
— Pesticides all come with specific instructions for application.
— Individuals applying these pesticides should be:
* Well trained
* Familiar with the inherent hazards posed by these chemicals.
 Knowledgeable about regional soil conditions and pest organisms.
e Application
— Bulk quantities can lack chemical property

data and manufacturers instructions on
utilization, application and precautions.

— Some pesticide “systems” require the
use of special emulsifiers for proper usage.

— Excessive application due to lack of proper
instructions occurs frequently.

— Over-application is leading cause of human illness and
water/soil contamination/degradation.

E: S F' R\~ Chemical
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Pesticide management issues: Local

e Storage

— Obsolete stocks of pesticides are found in long term
storage, outdoors, exposed to the elements.

— Intense sunlight, heat, humidity and precipitation lead to
loss of potency.

— Chemical weathering can produce toxic by-products.

— Damaged containers lead to distribution by wind, storm
run-off, theft and vandalism.

— Obliterated labels lead to improper application and
usage.

— Stock piles should be stored out of direct sunlight or
precipitation and under lock and key.

@ Chemical
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Pesticide management issues: Local

e Disposal
— Proper disposal is time consuming and expensive.

— Very few countries can properly dispose of these
chemicals.

— Until funding/infrastructure allow for proper
local/regional disposal, provide physical protection for
and limit access to these materials.

— Improperly disposed of pesticides can:

e Cause innocent people to become sick or to die from
inadvertent exposure.

e Can also cause livestock to become sick or to die.
 Can make them easy to steal for criminal/ terrorism uses.

@ Chemical
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Obsolete Pesticide Recommendations

e Inventory

— Many countries do not have central inventory sources
 Makes it difficult to address the problem of disposal
 Makes it easier for terrorists to steal pesticides

— What do you have in your country?
* Who knows the answers?

— Is it usable or deteriorated?

— Do you really need it? Will you really use it?

» Usable « Not usable

— Make safe/secure — Make safe/secure

B rl?ggeascsk:r%e/re-label I — Repackage/re-label if

: necessary
— Store securely until use by :
trained personnel — Store securely until proper
disposal

ol
- Chemical
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Usable pesticides should be:

 In clean, intact containers
» Appropriately labeled
— Original manufacturer
— International labeling standards

» Kept in secure, dry, cool (covered) storage
until use.

» Analyzed to determine efficacy
— If near expiration date
— Unknown expiration date
— WHO collaborating center for pesticide analysis can assist.
* Designed for the pest

» Applied by people trained to understand the requirements
and hazards involved with the use of these chemicals.

* Applied using the appropriate procedure and equipment

» Applied by people wearing appropriate Personal Protective
Equipment (PPE)

% Chemical
CSP 47 D
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Unusable pesticides should be:

 |[dentified whenever possible.
e Secured as part of standard pesticide handling operating
procedures.
— Prevents theft or loss of material
— Prevents improper application
— Prevents diversion for nefarious means

 Moved to a dry, covered storage location if the materials are
undamaged and identifiable.
» Cleaned up and re-packaged before
/B
\/:Q
LY 4

move to appropriate storage if containers
are damaged or labeling unreadable.

 Handled by workers wearing the correct
Personal Protective Equipment
(coverall, gloves, respirators etc.)

» Stored securely (away from usable
stocks) until disposal can be arranged.

Chemical
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Disposal of Obsolete Pesticide Stocks

e Can be difficult and costly

e Currently stored until shipment to facilities that
can safely destroy these materials

— High temperature incinerators
— Controlled plasma pyrolysis

e Incineration usually considered the best method
— Most countries do not have incinerators that can be used

— Cement kilns are not good for chlorinated pesticides (too
low temperatures may cause chlorinated dioxins like
those found in Agent Orange to be formed) but may be
acceptable for organophosphates and carbamates.

@ Chemical
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Dual-Use Chemicals

Pauline Ho, PhD

International Chemical Threat Reduction Department
Sandia National Laboratories

Chemical
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Chemical dual-use awareness

Dual use chemicals: Chemicals used in industry or
everyday life that can also be used in bad ways.

23 Chemical
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» Pseudoephedrine is a common
ingredient in cold medicines

* Precursor to crystal
methamphetamine

» Recipes for conversion
available on web

* Clandestine meth labs in US
during 2002

— Caused 194 fires, 117
explosions, and 22 deaths

— Cost $23.8 million for cleanup

— Dumped chemicals led to
» deaths of livestock
 contaminated streams

* large areas of dead trees and
vegetation

\x. f;v US DEA, http://www.deadiversion.usdoj.gov/pubs/brochures/pseudo/pseudo_trifold.htm, viewed Dec 2007 .
CSP Chemical
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 Widely used in mining and
metal plating industries, but
is also a well known poison.

* Product tampering*

— Tylenol capsules
e laced with KCN
e 7 deaths, fall 1982,
Chicago, lllinois, USA
e Led to tamper-proof
product packaging
* Popular with criminals and
terrorists because it is
relatively easy to obtain

« HCN is CW agent AC

*"Tylenol Crisis of 1982." Wikipedia, The Free Encyclopedia. 22 Nov 2007, 06:04 UTC. Wikimedia Foundation, Inc. 28 Nov 2007
<http://en.wikipedia.org/w/index.php?title=Tylenol_Crisis_of 1982&o0ldid=173056508>.

it 3 Chemical
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Dual-use chemical example: Pesticides

« Widely used in homes and « Dushugiang (Strong Rat Poison)
agriculture, but also used to

— Qutlawed in China in the mid-
poison people. 1980s, but was still available
— Nanjing, China, Sept. 2002
pOISONIng 08 famatt lnfant aged 15 monthe —— Nowvork iy

» 38 people killed by poison in
snack-shop food, >300 sick

e Jealously by rival shop owner
Hunan, China, Sept. 2003

e 241 people poisoned by cakes
served by school cafeteria
* Motive and perpetrator unknown
Tongchuan City, Shaanxi, China,
April 2004

» 74 people poisoned by scallion
pancakes

* Motive and perpetrator unknown
5 other incidents reported
between 1991 and 2004

>
o ./ /]

Photo/Mew York City Poison Control Center

Ann. Emerg. Med., Vol. 45, pg. 609, June 2005

Chemical
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Many lab/industrial chemicals have dual uses

* Dimethyl methyl phosphonate (DMMP)

— Flame retardant for:

* building materials, furnishings, transportation
equipment, electrical industry, upholstery

— Nerve agent precursor
* Thiodiglycol

— Dye carrier, ink solvent, lubricant, cosmetics,

anti-arthritic drugs, plastics, stabilizers,
antioxidants, photographic, copying,
antistatic agent epoxides, coatings, metal
plating

— Mustard gas precursor
e Arsenic Trichloride

— Catalyst in CFC manufacture, semiconductor
precursor, intermediate for pharmaceuticals,
Insecticides

— Lewisite precursor

CSP 55
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Dual-use Chemicals: Explosives

* Theft of conventional explosives
— Chemical suppliers

— Users such as mines or construction
sites

* Diversion of industrial or laboratory
chemicals

— Chemical suppliers
— Chemical factories

— Academic teaching or research
laboratories

— Disposal sites

I: S P R\~ Chemical
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« Ammonium nitrate
fertilizer and fuel oil
(diesel, kerosene)

* Used to bomb Alfred P.
Murrah building in
Oklahoma City, OK, USA

R N T — with nitromethane and
ot %%ﬂﬁ commercial explosives
' A e, — — 168 dead, including
children
— April 1995
* Favored by IRA, FARC,
ETA, etc.

Photo: US DOD

I: S P R\~ Chemical

5 7 » “ SAFETY AND SECURITY TRAINING




Diversion of industrial / laboratory chemicals:
Sodium azide

* Widely available from older
automobile airbags

— 1980s to 1990s
 Poisonous

» Reacts explosively with
metals
— Biological laboratory
drains have exploded from

discarded waste solutions
containing NaN; as a

preservative.

» Has been found in
possession of terrorists

E:S Fl R\~ Chemical
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Diversion of industrial / laboratory chemicals:
Quote from the “Terrorists Handbook”

2.1 ACQUIRING CHEMICALS

The first section deals with getting chemicals legally. This section deals with
"procuring” them. The best place to steal chemicals is a college. Many state
schools have all of their chemicals out on the shelves in the labs, and more in
their chemical stockrooms. Evening is the best time to enter lab buildings, as
there are the least number of people in the buildings, and most of the labs will
still be unlocked. One simply takes a bookbag, wears a dress shirt and jeans,
and tries to resemble a college freshman. If anyone asks what such a person is
doing, the thief can simply say that he is looking for the polymer chemistry lab,
or some other chemistry-related department other than the one they are in.

9.0 CHECKLIST FOR RAIDS ON LABS

http://www.totse.com/en/bad_ideas/irresponsible_activities/168593.html, downloaded Nov. 2007

@ Chemical
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Basics of Systematic, Risk-based
Approaches to Facility Security

Pauline Ho, PhD

International Chemical Threat Reduction Department
Sandia National Laboratories

ay.. "'qlri’:é‘,
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Facility Security Helps Avoid
Undesirable Consequences

e Death/Severe Injury
 Chemical contamination
— People
— Environment
 Political Instability
« ECconomic Loss
e Industrial capacity loss
* Negative public psychological effect
 Adverse media coverage

Chemical
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Many kinds of chemical facilities
need to be secured

e Small-scale research laboratories
— Many different chemicals used in small amounts

« Large-scale manufacturing plants
— Limited types of chemicals used in large amounts

e Security measures need to match facility and
threat

— Can’t afford to defend against all imaginable threats

3 Chemical
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Systematic approaches to facility security

e Balance risks
« Systematically decide what operational bictep s (0

practices or equipment purchases will Protection Systems
be most effective = -

* Originally developed for designing
physical protection systems (PPS) for
high-value items

— Nuclear facilities

 Methodology applied to other high-value
facilities

— Large chemical plants

— Electric power plants and
transmission lines

— Water treatment plants http://www.sandia.gov/ram/

a2 Chemical
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What should a Protection SYSTEM do?

. . Passive barriers i
Intrusion detection Security Forces
Activated barriers Safety
Contraband detection
Personnel
Emergency

Access controls

\ &P 4
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~Protection System Design Objectives

 Understand what to protect and from
whom:

— Characterize the facility
— Define the threat
— ldentify the targets

A 65
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e Characterize the facility considering:
—Mission
—Operations
—Budget
—Safety
—Legal Issues
—Regulatory Issues

Facility Characterization

: Chemical
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Facility Characterization

 Characterize the facility in terms of

— Site boundary

— Buildings
(construction and
HVAC systems)

— Room locations

— Access points

— Processes within the
facility

— Existing Protection
Systems

— Operating conditions
(working hours, off-
hours, potential
emergencies)

— Safety considerations

— Types and numbers of
employees

— Legal and regulatory

Issues A@

—

@ Chemical
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e Facility characterization provides

Important data that will: 4&‘@

— Help identify locations and assets to be —
protected

—Provide important details about the facility that
will allow system designers to make design
selections

— Establish what existing Protection System
components are already present at the facility

— Document facility layout for use in analysis

Facility Characterization

%
- Chemical
\ )
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Design Basis Threat

* Design Basis Threat (DBT) is the attributes and
characteristics of potential adversaries, who
might attempt unauthorized removal of sensitive
material or sabotage, against which a physical
protection system is designed and evaluated.

e At the national level, the DBT is typically defined
by the government.
« At the facility level, also:
— Consider local threats
e Local criminals, terrorists, protestors

— Consider insider threats
« Employees and others with access
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What Might Motivate Adversaries?

e Terrorists e Insiders
— ldeology — Ego
e Criminals — Ideology
— Financial — Revenge
e Activists — Financial
— Coerclion
— ldeology

[ &

>
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Target Identification

 Determine the possible targets for the following
actions:

« Sabotage
— Identify vital areas to protect

 Theft of material or information
— ldentify location of material to protect

3 Chemical
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Systems are designed to protect
specific targets against specific threats

A0

e Targets
— Facility targets exist
— Undesirable theft or sabotage consequences
e Threats
— National / International level threats
— Local threats

Consequences + Threats = Need for protection

X Chemical
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Concept of Risk

* Risk associated with adversary attack is a function of:
— Severity of consequences of an event
— Likelihood of adversary attack
— Likelihood of adversary success in causing an undesired event

* Risk is arelative ranking not an absolute number
« Combines three relevant factors into a single parameter

» Allows comparisons of threat, security system, and
consequence variations

» Helps in prioritizing/justifying requirements and budgeting
(efficient allocation of resources)

@ Chemical
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Quantify Security Risk

* Three components:
— Likelihood of attack (P,)

— Likelihood the Protection System will NOT stop the
adversary (1- P,xP,), where

« P,= Probability of interrupting adversary
« P\ = Probability of neutralizing adversary

— Consequences of a successful attack (C)

Risk =P, x (1- P, xPy) x C

Chemical
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Multiple Adversary Paths to Target

Protected Area

Controlled Building
Inner Area

Target
Enclosure

Path 1!

Chemical
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Single Path Example

#. Action (Probability of Detection, Delay Time)

1. Penetrate fence (0.1, 10s)
Penetrate outer door (0.1, 15s)
Penetrate wall (0.5, 60s)
Penetrate inner door (0.1, 20s)
Sabotage target (0.9, 300s)

gk~
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Risk, Risk Assessment, and
Vulnerability Assessment

* Risk — Measure of the potential damage to, or loss
of, an asset based on the probability of an
undesired event

* Risk Assessment — Process of analyzing threats
to, and vulnerability of, a facility; determining the
potential for losses; and identifying cost-effective
corrective measures

* Vulnerability Assessment — Process in which
gualitative/quantitative techniques are applied to
detect vulnerabilities and to arrive at an
effectiveness level for a security system

.9,
CSP ‘@ Chemical
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* Risk mitigation usually includes a
combination of:
« Avoidance
* Reduction
e Spreading
e Transfer
 Acceptance

* Depend on specific facility and location

Risk Management
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The Main Question

« How much risk is acceptable versus the cost of
reducing that risk?

 Must manage multiple risks in a holistic manner
— Financial
— Liability
— Health and safety
— Business/mission
— Security

Chemical
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Components of Chemical Security

Pauline Ho, PhD

International Chemical Threat Reduction Department
Sandia National Laboratories

&
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Chemical Security

* Is your Department secure?

« How easy would it be for someone to steal
chemicals?

* Are your chemistry stockrooms, classrooms and
research labs always locked and secure?

* Is someone always there when these rooms are
open?

* Do you check your orders when chemicals arrive
to be sure some chemicals are not missing?

C S P . . % Chemical
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Components of Chemical Security

* Physical security of site

* Personnel management

 Information security

« Management of chemical security activities

» Allocation of chemical security responsibilities
* Development of emergency plans

 Chemical security training

Goal: Ensure that you don’t accidently help a
criminal or a terrorist get dangerous chemicals

I: S P R\~ Chemical
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Controlled drugs % ’m £
(a / Ur /S
Chemical Surety Agents

Highly toxic chemicals
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Chemical Security: Personnel Management

e Guard against both Insider and Outsider threat

e Does anyone check on people entering the
building?

* Who has keys? How do they get authorized?

— Building
— Stockroom %%
— Individual Labs

« When someone leaves, do you make sure they
turn in keys?

 Don’t want people making duplicate keys

%
- Chemical
\ )
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Chemical Security: Information security

« How do you track chemical inventory?

—Is the information secured so unauthorized people
can’'t read it or alter it?

 Would you know if:
— Some toxic chemicals disappeared overnight?
— Some toxic chemicals didn’t arrive?

— Someone was ordering chemicals
In the name of your institution
but diverting them?
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Chemical Security: Assign Responsibilities

 [dentify people who will be responsible for
various chemical security activities

— Physical security and building modifications
— Chemical tracking and reporting :
— Personnel and access management
— Information management

— Emergency planning

e Ensure that they have the time and resources to
do the job

 Integrate with chemical safety responsibilities

o Chemical
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Chemical Security: Professional behavior

« A Chemical Professional
needs to use their
scientific knowledge in a
responsible manner

* A Chemical Educator
needs to train their
students to use their
scientific knowledge in
a responsible manner

Qe 2 ' Chemical
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Relationships Between
Chemical Safety and Security

Pauline Ho, PhD

International Chemical Threat Reduction Department
Sandia National Laboratories

Chemical
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Relationships between
chemical safety and security

« Chemical safety: Protect against accidents
« Chemical security: Protect against deliberate harm

« Many practices are the same for chemical safety
and security

e But there are a few areas of conflict

M
&, ?
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Good practices for both
chemical safety and security

 Minimize use of hazardous chemicals
— Replace with less-hazardous chemicals, if possible
— Reduce scale of experiments

 Minimize supply of hazardous chemicals on hand

e Restrict access to hazardous chemicals
— Know what you have

— Know how to store, handle and dispose of what
you have

— Know who has access to materials, knowledge and
expertise

e Plan what to do in an emergency

@ Chemical
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Conflicts between chemical safety and security:

Information Sharing

Science generally means sharing information
widely, but this may not always be advisable

« Safety

— Label everything so people
can recognize hazardous
chemicals.

— Alert community and
especially emergency
responders to possible
chemical dangers.

— Share knowledge about
chemical hazards so people
know to be alert.

CSP 91

e Security

— Labels help identify
targets for theft or attack.

— Sharing locations of
chemicals can publicize
targets for theft or attack.

— Sharing knowledge of
chemical hazards could
inspire harmful behavior
(copy-cat criminals).

Chemical
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&Q‘ Conflicts between chemical safety and security:
| Facility exits

* Locking exit doors is
secure, but not safe.

— For safety, we want people
to be able to leave the
facility quickly and by
many routes.

— For security, we want to
control exits as well as
entrances so chemicals
(or equipment) don’t get
taken.

Chemical
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Setting priorities

e Labs need to be safe, secure and productive

— Policies and practices need to be flexible enough to
allow for the uncertainties of research.

— Policies and practices need to align with local laws,
regulations, practices and culture. Can’t just copy
policies from somewhere else.

« Userisk-based security and safety measures.

— Can'’t afford to defend against every imaginable °)
hazard. N,

— ldentify threats, characterize facilities, identify
alternatives, analyze costs vs. performance

« Be alert for suspicious activities or inquiries

CSP
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Breakout Discussion: Next steps

e Break into smaller groups
5-10 people
— Same type of institution

e Discuss what you think
should happen next

— 30 minutes

e Report back action items
to group
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Summary

« Chemical safety and security
are important

— Academic chemistry
laboratories are an attractive
target for theft of chemicals

« Chemical safety and security
measures have a lot of
overlap

— Attitudes and awareness

— Policies

— Physical additions/changes to
buildings and labs

CSP 95
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e Please help us
Improve this
workshop by filling
out and returning this
form.

Workshop evaluation and feedback form
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Thanks for coming!

* This work was funded by
the U.S. Department of
State Chemical Security
Engagement Program

* We thank

— Steve lveson

— Dr. Craig Tewell
— Ruth Bitsui

— Jessica Jones
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