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& Module Outcomes: After this module,
you should...

» Understand the definition of risk and the difference
between hazard and risk

» Understand how other factors can influence risk
perception

» Be able to assess and characterize the safety risks
associated with chemical facilities

» Be able to assess and characterize the security risks
associated with chemical facilities

& Module Overview: Chemical Safety
and Security Risk Assessment

» Module Learning Outcomes

» Risk Basics

» Chemical Safety Risk Assessment

» Chemical Security Risk Assessment

» Summary, Conclusions, and Evaluations

» Hazard vs. Risk

» Definition of Risk

» Activity: Risk Perception
» Safety and Security

» Risk Characterization

» Risk Reduction




3» Risk Basics: Hazard vs. Risk

» There is a difference between
hazard and risk
o Hazard

+ Something that has the potential to
do harm

» Is there a hazard in this
picture? If so, what type?

» Isitarisk? If so, how much of
a risk?
> Depends on the situation

Risk is a function of

> Probability that an incident will
occur (likelihood)

> Severity if the event occurs
(consequence)

sequence Severity

Risk = f (Likelihood, Consequence)

& Risk Basics: Hazard vs. Risk

» What is wrong? } Hazard
> Overloaded circuit
» What are the possible scenarios? )
> Blown fuse
> Worker injury
> Fire

» What is the likelihood?
° Factors that lead to an event
- Work habits, no electrical training

» What are the consequences?
- Other factors and things that follow an event
- Electrocution, fire, loss of experiment/process

—_—

Risk

}%» Activity: Risk Perception

» On the next page--

» Rank each action or technology according to your
perception of its RISK
o Arank of 1 means riskiest
o Arank of 15 means least risky

Take about 10 minutes to do this

* Adapted from Slovic et al. “Facts and Fears: Understanding Perceived Risk.” In R.
C. Schwing and W. A. Albbers, Jr. (eds.) Societal Risk Assessment: How Safe is Safe
Enough? New York: Plenum, 1980, 181-216.




Rank these Activities (#1- #15) by

7o

Risk Level
Police work Smoking
Commercial Air Pesticides
X-rays Motor vehicles
Mountain climbing Spray cans
Prescription antibiotics Bicycles
Alcoholic beverages Swimming

Nuclear power

Nonnuclear electric power
Railroads

College Students
1. Nuclear Power
2. Smoking

4. Motor Vehicles

Experts
1. Motor Vehicles

2. Smoking

12. Nuclear Power

& Activity: Risk Perception

College Students?
Nuclear power

Smoking
Pesticides
Motor vehicles

Alcoholic beverages

Police work

Spray cans

Traveling by commercial flight
X-rays

10. Nonnuclear electric power

11. Prescription antibiotics

12. Mountain climbing

13. Railroads
14. Bicycles
15. Swimming

CoNoOUMWNE

CoNoOUMWONE

Experts?
Motor vehicles

Smoking

Alcoholic beverages

X-rays

Pesticides

Nonnuclear electric power
Swimming

Bicycles

Travelling by commercial flight

. Police work

. Railroads

. Nuclear power

. Prescription antibiotics
. Spray cans

. Mountain climbing

1 Thirty US college students participated in this study
2 A group of fifteen risk assessment professionals in the US

3» Activity: Risk Perception

» What do you think may have influenced your risk
assessment besides your best guesses regarding

likelihood and consequence?

» Emotional Risk Perception Factors (examples)

o Involuntary vs. Voluntary
o Immoral vs. Moral
o Unfamiliar vs. Familiar

What should be the basis for your professional Risk

Assessment of Chemical Safety and Security?




3%@ Risk Basics: Safety and Security

» Risk concept
> Applies to both Chemical Safety and Chemical Security

» Safety Incident » Security Incident
o Spill > Theft or diversion of dual-
o Accidental exposure use chemicals

- Uncontrolled reaction ¢ Intentional release
> Sabotage

CS F.
CHEMICAL SECURITY.
BT

& Chemical Safety Risk Characterization

1. Low
> Procedures are routine; staff is trained and experienced;
materials used are mostly benign and/or present in microscale
amounts only
> An incident would not likely be an emergency

=
o
o
o
oz
=
o
=
o
=

2. Moderate
> Procedures are not routine; staff may be partially trained or
have limited experience; materials are reactive, flammable,
toxic, and/or present in moderate quantity
= An incident could constitute or develop into an emergency R ee Severiy

3. High
o Procedures are novel or extremely delicate; staff may be untrained or inexperienced;
materials are highly reactive, toxic, explosive and/or present in large quantities
o Process is under high temperature and/or pressure
o An incident would be a life and facility-threatening emergency

}%» Security Risk Characterization

1. Low
> Assets are possibly targets for theft or diversion
> Consequences of loss or release are minimal

2. Moderate
> Assets are attractive for theft or diversion due to monetary
value or dual-use
> Consequences could threaten the public; misuse could be
harmful or even lethal to a small number of people, and would
certainly damage the institution, its programs, and reputation

=
=
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3. High
> Assets are very valuable or hard to acquire dual-use materials
> Consequences of misuse could result in harm or death to
many people

uence Sever

CHEMICAL SECURITY, \ 15
) EnGAGEMENT FROGRAM

Safety and Security Risk
Characterization

» What are the benefits of characterizing risks?
» Can risks ever be reduced to zero?

» What does it take to reduce CSS risk?
> Are resources for risk reduction limitless?

Characterizing CSS risks is a necessary step toward responsible and
effective allocation of finite resources to reduce risk to acceptable levels

Risk reduction measures should always be applied in a graded manner
Large effort made to reduce high risks
Smaller effort made to reduce low risks




?&» Risk Basics: Reduction

» Types of CSS Controls
> Administrative
> Operational
> Engineering
° PPE

Incident Probability

» Decrease likelihood

» Decrease consequence

}%a Chemical Safety Risk Assessment:
Overview of the Process

1. Examine Jobs and Processes
~
2. Identify Hazards
~g
3. Characterize Safety Risks
~3
4. Are Risks Acceptable?

- 5. Implement Additional
A

Proceed with work and
6. Follow up with periodic repeat of steps 1-5

Module Overview: Chemical Safety and
Security Risk Assessment

[“IModule Learning Objectives
VIRisk Basics
» Chemical Safety Risk Assessment

» Chemical Security Risk Assessment

» Summary, Conclusions, and Evaluations

ﬁ» Chemical Safety Risk Assessment

1. Examine jobs and processes

» Analyze for each step in the process
> Who, what, where, when, and how?
- Could exposure occur?
+ Could an accident occur?

20




& Chemical Safety Risk Assessment

1. Examine jobs and processes

Example: Precipitation of gold from cyanide solution

o 2 junior researchers in the laboratory with only minimal training and
not accustomed to using PPE

> About twice a week, zinc powder is added to 100 mL of an
aqueous, 0.10 M sodium cyanide solution containing dissolved gold

> The gold precipitates and is collected by filtration

> Work is performed on a crowded open benchtop alongside work on
another project that involves preparing numerous HCI solutions

% Chemical Safety Risk Assessment

2. Identify hazards
» On the basis of materials and equipment present

Example: 100 mL of a 0.10 M sodium cyanide solution
> Acute toxin

+ Harmful exposure can occur through ingestion, absorption through
broken skin, or inhalation upon conversion to HCN gas by reaction
with an acid

}%ﬁ Chemical Safety Risk Assessment

3. Characterize safety risks

Example: regular work with sodium cyanide solutions
> What are the factors affecting the likelihood of exposure?
+ Do you think the likelihood of exposure is low, moderate, or high?

> What are the factors affecting the consequences of exposure?

+ Do you think the consequences of exposure are low, moderate, or
high?

22

3. Characterize safety
risks

On the basis of
likelihood and
consequence, are the
risks of exposure to
NaCN low, moderate,
or high?

Why?

gonseguence Severity

24




?—'%, Chemical Safety Risk Assessment

4. Are risks acceptable?

» Would you feel safe if you were doing this work?
> Why/why not?

» Are current controls and practices reducing risk of exposure to
acceptable levels?
> Why or why not?

» Are there national standards for occupational exposure to
cyanide?

» Are there other limits imposed by the institution?

> If you don’'t know, how can you find out?

> What do you do if there are not established limits?

?%’ Administrative Controls

¢« ® = ¥ >
Organizational safety policies,
Standard operating procedures, S
| Task-specific procedures §

27

}?‘w Chemical Safety Risk Assessment

5. Implement additional control measures where needed
to reduce safety risks to acceptable levels

» What controls are needed to reduce the risk of
exposure?

> Substitution

> Engineering

o Administrative
> PPE

26

%%’ Controls

Change the process
eliminate the hazard
(e.g. Lower process temperature)

H H g H

1 Substitution
H less—hazardous substance H
(e.g. - cyclohexane for benzene)

28




Engineering Controls

Enclose the hazard,
= Use a barrier or

= Ventilate

- Dilution ventilation

- Local exhaust ventilation (LEV)

29

}%» Chemical Safety Risk Assessment

6. Follow up with periodic repeat of steps 1-5
» Have practices or people changed?

» Could further improvements be made?

» How often should follow-up assessments be
performed?

% Personal Protective Equipment —
PPE

» PPE is the /east desired control
» Does not eliminate the hazard
» Depends on worker compliance
» May create heat stress

30

}%, Chemical Safety Risk Assessment:
Overview of the Process

1. Examine Jobs and Processes
~g
2. Identify Hazards
~3

3. Characterize Safety Risks

~z
4. Are Risks Acceptable?

- 5. Implement Additional
<

Proceed with work and
6. Follow up with periodic repeat of steps 1-5




3%, Activity: Chemical Safety Risk
Assessment

» Get into three groups

» Identify one job or process that occurs in your
laboratory or facility

» Perform a safety risk assessment

» Be prepared to discuss your results with the whole
group

}%’ Chemical Security Risk Assessment:
Overview of the Process

1. Evaluate Threat Potential
~z

2. Identify Assets
~z
3. Characterize Security Risks

~=
4. Are Risks Acceptable?

- 5. Implement Additional
3

Proceed with work and
6. Follow up with periodic repeat of steps 1-5

Module Overview: Chemical Safety and
Security Risk Assessment

[“IModule Learning Objectives
VIRisk Basics
[“IChemical Safety Risk Assessment

» Chemical Security Risk Assessment
o Dual-Use Chemicals

» Summary, Conclusions, and Evaluations

& Chemical Security Risk Assessment

1. Evaluate threat potential

» Adversaries
> Motive
o Means
> Opportunity
- Outsiders — no authorized access
+ Insiders — authorized access
+ Collusion — between Outsiders and Insiders

» Actions

> Sabotage
> Theft

» Assets




% Chemical Security Risk Assessment

2. ldentify security hazards - Assets

» Information
» Equipment
» Expertise

» Dual-use materials
> Need a working inventory
> Need an understanding of dual-use materials
- Likelihood and Consequences of malicious use
- Ease or difficulty
+ Quantity

+ Location
+ How they are used

F’\

/ &e)\ cHEMICAL SECURITY.
Lo ) Gacomen erocis

3. Characterize
security risks

On the basis of
likelihood and
consequence, are the
security risks low,
moderate, or high?

Why?

& Chemical Security Risk Assessment

3. Characterize security risks

» Create and analyze scenarios
o Adversary
> Action
o Asset

> What are the factors affecting the likelihood of a security incident?
+ Do you think the likelihood is low, moderate, or high?

> What are the factors affecting the consequences of a security incident?
- Do you think the consequences are low, moderate, or high?

Jol
/ &\
/ at® | CHEMICAL SECURITY,
(o7 ugacement paooasn

}%» Chemical Security Risk Assessment

3. Characterize security risks

» Is it possible to analyze, protect against, or even think
of every possible scenario?
> No

» So what should be done?

40

10



% Chemical Security Risk Assessment

4. Are risks acceptable?

» If you are accountable for the security of the assets, how
do you establish an acceptable level of security risk?
> Are there national security standards?
> Are there other limits imposed by the institution?
- If you don’t know, how can you find out?
+ What do you do if there are not established limits?

41

}9', Chemical Security Risk Assessment

6. Follow up with periodic repeat of steps 1-5
» Have scenarios changed?
» Could further improvements be made?

» How often should follow-up assessments be performed?

43

& Chemical Security Risk Assessment

5. Implement additional control measures where needed to
reduce security risks to acceptable levels

» What controls are needed to reduce the security risks?
o Administrative
> Operational
> Engineering

22

& Chemical Security Risk Assessment:
Overview of the Process

1. Evaluate Threat Potential
~
2. Identify Assets
~3
3. Characterize Security Risks
~3-
4. Are Risks Acceptable?

- 5. Implement Additional
3

Proceed with work and
6. Follow up with periodic repeat of steps 1-5

44

11



Module Summary: Chemical Safety and

& Chemical Security Risk Assessment Security Risk Assessment

[“IModule Learning Objectives

» Main points
o Likelihood of a security threat scenario may be higher than you ) )
think [IRisk Basics
+ Out of chemical, biological, nuclear, and radiological materials, “IChemical Safety Risk Assessment

chemicals are used maliciously the most often

- Consequences can range from low to high “IChemical Security Risk Assessment

» Summary, Conclusions, and Evaluations

45 46

» Risk is a function of Likelihood and Consequence
> Applies to both safety and security

» Chemical labs and plants need to be safe, secure, and PI’II"ICIp|e5 & Concepts Pf Lab
> Assessing and characterizing CSS risks allows controls to be

applied in a graded manner
- Larger efforts toward reducing high risks
- Smaller efforts toward reducing low risks

ational
47 secuRr MANAN Lahoratories

12



7>

Hazardous Exposure

SOURCE

RECEIVER

Enclose the Source

Illustration courtesy, Tom Smith, ECT Technologies, Cary NC USA

51

49 49
}%" Ventilation
‘Conditioned Air Supply wm-llli-t-l::(

do)¢ q \ Laborstory Hood :

e wa . - | Hazardous Procedure

@ ?a\‘t ...... v Laboratory “ i

..... Safe
o Researcher
i
Safe Worker

¢

Hazardous Exposure

Laboratory ﬁuter:::jial
aza
SOURCE .
P ATH Researcher
RECEIVER

lllustration courtesy, Tom Smith, ECT Technologies, Cary NC USA

50

50

Reminder:
Prioritization of Controls

» Administrative controls & Operational work practices

, . .
> Persona: zp ctive equipment

52

13



}9" Uses of Ventilation

» Keep gas / vapor concentration below OEL
» Air movement to reduce heat stress

» Keep toxic contaminants below OEL

» Confined space entry

» Limit CO, buildup

» Control clean room or hospital enviro

OEL = Occupational Exposure Limit

}:P Definitions

» Hood
> includes any suction device, regardless of shape, that encloses,
captures or removes contaminants
» Dilution Ventilation
> moves room air around by a fan that is sometimes exhausted to
the outside
» Local Ventilation (LEV)
- ventilation system that captures and removes emitted
contaminants

}; Engineering Ventilation Controls

General dilution ventilation

N
«— Notgood
< /

\ ~ EXHAUST EXHAUST

Local exhaust ventilation = D

v —

Preferred —— =

#[sasH FuLLY oPEN ’;r b0

o besineD RiGrease s |
RATE) ‘avrl:\:.s"gg:nvmu}

55

}%ﬂ Use General Dilution Ventilation

» For Control of:

o Temperature

> Harmless Substances
> Nuisances

> Odors

R

Mﬂ"}l.

14



3» Use Local Exhaust Ventilation (LEV)

» To enclose and contain
» When contaminant is toxic
» Employee works near the contamination

» When complete containment/enclosure is not
feasible

% Local Exhaust Ventilation: Principles

» Enclose source

» Capture contaminant near source

» Keep contaminant out of breathing zone
» Provide adequate make-up air

» Discharge away from air intake

% Traditional Laboratory
Chemical Hood

60

15



Hood Capture Velocities

Equal Velocity Zones

% Hood Capture Velocity
~100%
~60%
~30%
~15%
~7.5%

Duct

Flanged Hood

Air

Air

Air

! 1
Hood Diameter

61

3’ Recommended Capture Velocities

CAPTURE VELOCITY m/s
CONDITION EXAMPLES (fpm)

No velocity, Evaporation from tanks, 0.25-0.5

Quiet air degreasers (50 — 100)

Low velocity, moderately still | Spray booths, container filling, 05-1.0
air welding, plating (100 — 200)

Active generation into rapid air Spray painting (shallow 1.0-25
motion booths), crushers (200 — 500)

High initial velocity into very Grinding, abrasive blasting, 25-10.1
rapid air motion tumbling (500 — 2000)

62

}%» Hood Exhaust

» Height

» Configuration

» Discharge velocity

}%» Avoid Weather Cap

STACKHEAD
— 12

10

WEATHER CAP
Equal veloeity con

==

=150

Liometer
Diomelers
WO ANON S

6

Deflects oir downward

AVOID

64
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%:P Engineering Controls:
Avoid Exhaust Recirculation

High
Hazard
Hood
Exhaust

Air Intake

65
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& Potential Issues

» Insufficient air volume

» Too much air flow o)

» Wrong location

» Wrong configuration "
Bad hood design

>
» Duct velocity too low

» Insufficient make up air
»

»

Clogged system

Noise

?L Laboratory Chemical Hoods

Sandia
National
Laboratories

17



3-1%, Improper Hood Use

» Provide adequate capture velocity

> Usually 0.4 - 0.6 m/s (80-120 fpm)
» Maintain duct transport velocity

> For chemical laboratories 1.2 m3/s (~2500 cfm)
» Keep system balanced

- i.e., equalize supply and return air
> match airflows among manifolded hoods

» Minimize power consumption

° i.e., conserve energy
° save money

£

http://www.clf.rl.ac.uk/facilities / AstraWeb /images Pho(o7/Air,duC!_TA3Jg

& LEV Capture Ability

» Hood configuration

> (type of hood) g
==
» Extent of enclosure
> (e.g., glove boxes completely enclose)
» Air movement in hood
> (smooth, laminar, non-turbulent)

J5\ N
[ e\ CHEMICAL SEQURITY. | |
(o) Encasement procRAm |

3? Laboratory Hoods

Laboratory hoods and ventilation are the basis of engineering controls
But they must be properly: selected, located, used, and maintained

18



}%ﬁ Hood Location Requirements

» As near to contamination source as possible
» So contamination moves away from operator
» Minimize cross-drafts

» Don’t place near windows and doors

» Don’t place near air conditioning/heater
diffuser

» Doesn’t interfere with other workers
» Locate out of traffic flow
» Place near rear of laboratory

Principles of Hood Design
and Operation

» Enclose as much of the operation as possible

»  Place utility controls (gas, electric) outside or as near hood front as
possible

» Hood lights should be vapor tight
»  Mount hood motor outside building and away from building air intakes

» Don’t use hoods for uses not intended (e.g., perchloric acid digestion,
radioisotopes)

Ensure duct material compatible with exhausts

Don’t use without indication it is working properly

Keep sash fully closed when not in use

Maintain hood regularly (check fan belt, lubricate motor).
Regularly evaluate hood (flow rate, mark operating sash height).

Reports problems, concerns, malfunctions
immediately

v v v v v v

A person walking at 0.9-1.3 m/s (2-3 mph) generates cross
drafts of 1.3 m/s (250 fpm) that can interfere with hood capture
o e o
[ 7 || L [ —= s>
I
r — | B | | =l g7 |
s / | ‘ -
Good Fair Poor
S Air current or draft caused by door, traffic, air diffuser or
other source.

?in Constant Volume Bypass Hood

» Make up air enters through face and through a bypass
» Bypass opening varies in size as sash is opened or closed

» As sash moves, an almost equivalent area is uncovered to
maintain a constant open area, hence, a constant volume of
air movement through the face is achieved.

EXHAUST EXHAUST

I
BYPASS |
AREA | ]

M

SASH NEARLY
[SASH FULLY OPEN| CLOSED
{FACE VELOCITY {FACE VELOCITY
AT DESIRED INCREASE IS
RATE) LIMITED BY

19



}ta Specialized Hoods

Perchloric acid (with water wash down)

Radiological (with special filters)

Floor level (improperly called walk-in)
Distillation/California hoods (0.5m or ~1.5 ft above
floor)

Canopy hoods (not suitable for most lab operations)
Slot hoods

Ductless fume hoods

Vented enclosures or special purpose hoods

Glove Boxes (complete enclosure)

Biological Safety Cabinets (BSC)

v v v v v W

}P‘w Hood Problems and Pitfalls

» Face velocity
> Recommended 0.4 - 0.5 m/s (80 - 100 fpm)

» Air changes/hour
- Recommended 6 - 10/hour

Neither of these measurements can
guarantee hood capture or containment.

}%ﬁ Visual Hood Evaluation
r”!

» Smoke sources
> Visualize air movement
> Assess capture effectiveness

Smoke tubes

Smoke candles

Theatrical smoke generators
Incense sticks

» Velocity measurements
> Anemometer/velometer
- m/s or fpm
- Directional
> Hot-wire anemometer
- m/s or fpm
- Non-directional

80

20



3%' Conclusions

» Ensuring laboratory hood safety depends on
many factors including:
- Hood design
> Hood use

> Lab design
> System operation

>

>

>

»

»

Review the Definition and Objective of Security

First Steps - Security Awareness

Describe four Principles of Security

Impart the importance of Performance-Based Security
Provide a Model for a Systematic Approach to Security

3; Principles of Security

Sandia
National
Laboratories

21



?‘%ﬁ Security Objective

Security intends to prevent intentional acts which could
result in unacceptable consequences
> Death/Severe Injury ;

> Chemical contamination
- People
+ Environment

o Political Instability

> Economic Loss

> Industrial capacity loss
> Negative public psychological effect
> Adverse media coverage

?‘%w Basic Security Awareness

* Work area changes
+ Hole in fence
+ Suspicious packages
+ Inventory discrepancy
+ Door unlocked

» Symptoms of others behavior who are attempting to
compromise security
- Elicitation
+ Surveillance
+ Ordering supplies

Security awareness is the first
step to making your facility safe
from malevolent acts

Source: DHS Chemical Security Awareness Training

?‘%a First Steps in Chemical Security:
Low Cost Principles

Chemical Security Awareness
* Property-Vehicles-Information-Personnel
* Work Area - Changes
* Behavior - Suspicious
¢ Procedures - Followed

Access Controls
Have (credential), Know (PIN), Are (biometric*)
Manual (guards), Automated (machines)

* Can be expensive

% Awareness- Suspicious Behaviors

» Testing security — walking into, wait for discovery

» Mapping, loitering, staging vehicles

» Taking pictures of security system

» Looking in dumpster

» Trying to enter on your credential

» Asking for user name over the phone or by email

» Asking about plant layout — workers hames — schedules

Source: DHS Chemical Security Awareness Training

22



?&, Security Involves Systematic

Diligence- even in Small Things

Missing badge

Leaving workstation unsecured - fire alarm
Leaving sensitive document

Bypassing security

Know what to do - who to call

Communicate anything unusual to supervisor

Remember - YOU are the first responder

Source: DHS Chemical Security Awareness Training

}%a Features of a Good Entry
Control System

Integration with boundary

> Cannot be bypassed

> Block individuals until access authorization verified
> Interfaces with the alarm system

Integration with the guards/response force
> Protects guard
> Area is under surveillance

Personnel integrate with system

> Easy to use for entry and exit

> Accommodates peak throughput (loads)
- Accommodates special cases

;‘%a Access Control Integrated with Areas and

People * * ﬂ’

Plant locations
Administration
Control rooms

Owner Controlled Area

Server rooms Restrigted Area
Switchgear
Process Units Vitdl Area
Rail / truck yards ) ,
Stores Plant employees N
Administration /Engineering
Operations S
Computer specialists HAZARD

Control room operator
Process interface
Shipping and receiving

Maintenance

Security / Safety

Special employees

90

?& Types of Personnel Entry Control

Personnel Authorization Verification

Manual Automated

(Protective Force Guards) (Machines)
— |
[ |
Have - Exchange Have - Are -
Credential Credential Credential Know — Personal
(Photo) (Coded) Memorized Characteristics
Number (Biometric)
(PIN)

92
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What Kinds of Chemical Facilities
Need Security?

Potential consequence severity will determine
which facilities need to be secured
> Small-scale research laboratories
- Many different chemicals used in small amounts

o Large-scale manufacturing plants
- Limited types of chemicals used in large amounts

}?.a Chemical Industry Security Based on
Theft, Release, and Sabotage

« Risk to public health & safety release
« In-situ release of toxic chemicals
« In-situ release and ignition of flammable chemicals
« In-situ release/detonation of explosives chemicals

« Potential targets for theft or diversion
- Chemical weapons and precursors
» Weapons of mass effect (toxic inhalation hazards)
« IED precursors

« Reactive and stored in transportation containers
« Chemicals that react with water to generate toxic gases

}9‘“ Principles of Physical Security

General Principles followed to help ensure
effective, appropriate security

1. Defense in Depth
2. Balanced Security
3. Integrated Security
4. Managed Risk

Source: DHS Chemical Security

9

» Layers
> Physical

o Administrative and Programmatic

‘ Mitigation of Consequences |
| Physical Security |
| Personnel Reliability |
| Pre-Event Intelligence |

Deterrence Program |

24



Principle 2: Balanced Protection

» Physical Layers
» Adversary Scenarios
o Adversary paths (physical)

Protected Area
I Controlled Building
| Controlled Room
En-lc- 3 Slse
B e T FEPPN T PP Path 2

path 1 ...|0 | L2 Target ﬁ

Principle 3: System Integration

. Physical
- Detection alerts Response protection,
- Access Delay slows the gystem (PPS)

adversary to provide time
for Response

- Response prevents the
consequence

%" Balanced Protection

» Each Path is composed on many protection elements
- Walls, fences, sensors, cameras, access controls, etc...

» Protection elements each possess delay and detection components

= For example:
- Fence delays adversaries 20 seconds, and provides 50% likelihood that adversary is detected
- Wall delays adversary 120 seconds and provides a 10% likelihood of detection
- Guard delays adversary 20 seconds and provides a 30% likelihood of detection

» Balanced protection objective:

-for every possible adversary path
>cumulative detection and delay encountered along path will be the similar
-regardless of adversary path

°NO WEAK PATH

|

» Contribution to security system of each can be reduced to its contribution to:
> Detection of adversary or malevolent event
> Delay of adversary
- Response to adversary

» Integrated security evaluates composite contribution of all components to
these three elements

> Assures that overall detection is sufficient and precedes delay
> Assures that adversary delay time exceeds expected response time
> Assures that response capability is greater than expected adversary

25



}9" Principle 4. Managed Risk

» How much Security is enough ??7?

Cost of § o1 2 B Benefit of
Security b 5 Security

Cost of
Security !

»
>

0.0 Risk 1.0

» The benefit (risk reduction) increases with increased security investment
(cost)

» However, there is a point where the increased benefit does not justify the
increased cost

}?‘0’ Managed Risk

» Benefits of Security is Reduced Risk

» What is Risk?
= Risk = Consequence Severity * Probability of Consequence

- What is Security Risk?

= Probability of Consequence Occurrence =
= Frequency of attempted event
X
= Probability of successful attempt

= Probability of successful attempt is
= 1 - Probability of security system effectiveness

- Review the Definition and Objective of Security

- First Steps - Security Awareness

-Describe Four Principles of Security

-Impart the Importance of Performance-Based Security

-Provide a Model for a Systematic Approach to Security

26



Requirements-Driven Security

» Design Constraints
> Understand Operational Conditions

» Design Requirements
> Consequences to be prevented
- ldentify Targets to be protected
> Define Threats against which targets will be protected

Characterize Types of Targets
* Form
+ Storage manner and location
» Flow of chemicals
* Vulnerability of Chemicals
+ Flammable

- Explosive
- Caustic

« Criticality / Effect

¢ Access / Vulnerability

* Recoverability / Redundancy
¢ Vulnerability

}?& Target Identification

What are possible sources of unacceptable consequences?

- Dispersal
. Identify areas to protect

.+ Theft
. Identify material to protect

106

The Physical Protection System
Must Have a Basis for Design

Threat Assessment: An evamm
threats- based on available intelligence,
enforcement, and open source information

that describes the motivations, intentions, and

capabilities of these threats

Design Basis Threat: A pi
to establish performance criteria for
protection system (PPS). It is based on the

results of threat assessments as well as other
policy considerations

108
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Define the Threats

In physical security:

- Knowing adversary permits
customizing security to
maximize effectiveness

- As adversary not known,
develop hypothetical adversary
to customize security

- Hypothetical adversary
description should be
influenced by actual threat data

109

3:9‘“ Objectives

- Review the Definition and Objective of Security

- First Steps - Security Awareness

- Describe the Principles of Security

- Impart the Importance of Performance-Based Security

- Provide a Model for a Systematic Approach to Security

3?'0’ Design Basis Threat

» A Design Basis Threat (DBT) is a formalized approach to develop a
threat-based design criteria

» DBT consists of the attributes and characteristics of potential
adversaries. These attributes and characteristics are used as criteria
to develop a customized security system design.

» The DBT is typically defined at a national level for a State.

» At the facility level, also:
> Consider local threats
+ Local criminals, terrorists, protestors
> Consider insider threats
- Employees and others with access

Model: Design and Evaluation
Process Outline (DEPO)
Accept
Risk
Define PPS . Evaluate /
- Characterize PPS —
Requirements PPS
| | .
Process of PPS Physlcal Protection Systems Evaluation of PPS Evaluate
Design and
Evaluation ) Upgrades
[ Scenario and
. Detection Delay Response Path Analysis - LSPTs
Facility | | |
Characterization | . : ASSESS VA Model
ntrusion Detection Access Response
Systems Delay JCATS
Target Weaponry 5 5
Identification - A Alarm Vehicle Barriers Simulations
Vital Areas ssessment Communications  Blast Simulations
Alarm Communication :‘a;‘d’(_o“ Tactics o
& Displ rotection verpressure
Threat Deflnition 1splay Backup Forces Anpalysls
Entry Control Fences Training
Insider Analysis —
Contrabandand  Target Task  Night Fighting  personnel Reliability
EXD|OSI_VES Time Capability
Detecltlon | Risk Evaluation

T Cost Benefit Analysis
Gathering Performance Data
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» Technology
o Intrusion Detection
> Entry Control
> Contraband Detection
> Unauthorized Action Detection

» Supporting elements
o Alarm Assessment
> Alarm Communication
> Alarm Annunciation

Respond to Adversary

Guard and Response Forces

Guards: A person who is entrusted with responsibility for patrolling,
monitoring, assessing, escorting individuals or transport, controlling
access. Can be armed or unarmed.

Response forces: Persons, on-site or off-site who are armed and
appropriately equipped and trained to counter an attempted theft or an act
of sabotage.

Guards can sometimes perform as initial responders as well
(both guards and response force)

15

Delay Adversary

Delay Definition :

» The element of a physical protection system designed to slow an
adversary after they have been detected by use of
* Walls, fences
« Activated delays-foams, smoke, entanglement
* Responders

» Delay is effective only after there is first sensing that initiates a
response

Summary

« Security systems should attempt to prevent, but be prepared to defeat
an intentional malevolent act that could result in unacceptable
consequences at a chemical facility

- Security awareness is an essential element

- An effective system depends on an appropriate integration of:
- Detect
« Delay
- Respond

116
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3%: Part 3: Laboratory Assessment
Exercise

» Create a list based on the hazards and controls
that are present
> What does your laboratory do well?

Lab Exe rCise Part 3: Lab - Mark or list these on your layout in blue pen

Assessments » Create a second list based on the hazards and

controls that are present
> What could your laboratory do better?
- Mark or list these on your layout in red pen

Take 20-30 minutes to do this

Sandia
National
Laboratories

}%» Cradle-To-Grave Life Cycle of Chemicals

Control and accountability of chemicals at all times, from procurement to disposal as

waste
Storage/ ﬁ Chemical
. Inventory Usage
Chemical Management Best
?; Practices ’ ‘
Delivery/ Waste
_ Receipt Management

Sandia
National
Laboratories

Procurement

Recycling Legacy/
Waste Disposal
Ordering/




Benefits of Chemical Management Best
Practices

» Reduces costs
> Smaller and fewer purchases
> Less storage space
> Reduce waste

» Environment and
Community Friendly
> Reduces hazards and waste
> Regulatory compliance
- Emergency response

» Saves time

> Surplus sharing
> Less searching

» Safety and Security
> Hazard Identification
> Appropriate procedures

> Prevent incidents
» Improves research and

teaching » Opportunities for
> Track expiration Recognition
> Teaches industry standards, - Publications
expectations > Presentations
> Awards

% Key Principles: Cradle to Grave

Journal of Chemical Health and Safety

17, Issue 5, Seplember-October 2010, Pages 13-20

» Involves all CSS controls
> Administrative
> Operational
> Engineering
> PPE An essential step for environmental protection: Towards a sound
chemical management system in Malaysia

» Essential to chemical o
safety and security s

|

khtar Auther Vitacl, Goh Cheo Ta [Author Vitae], Md. Wahid Murad [Author Vitac)

» Best practices in chemical
management and high
quality research are
positively correlated

Journal of Chemical Health and Safety

18,550 6, November-Decomber 2011, Pages 16-18

L

» O pOrtunitieS in the field Developing a chemical and hazardous waste inventory system
of chemical management

eth R , Franz Nicolas N. Alfonso [Author Vitae), Fernando C. Mendizabal

www.sciencedirect.com

g‘%a Chemical Management Elements

» Proper chemical management program has
several essential elements
Source reduction
Procedure for chemical ordering and disposal
Inventory and tracking
Storage in stockrooms
Access control
Waste management
Recycling of chemicals, containers and packages

123

» Think “Cradle to Grave” before purchasing or
accepting chemicals
> What chemicals are needed?
o How much are needed?
o How/where will they be stored?
o How will they be handled/used?
- How will disposal take place?

“Extra” chemicals are not usually a good idea

Donated chemicals are not always “free”

124
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3:%, Substitute reagents to reduce };ﬁa Ordering Chemicals: Chemical
waste Inventory
» Citrus based solvents for xylene in » Database or Spreadsheets are tools to track the
histology lab o chemical inventory
» Peracetic acid for formaldehyde for > Barcoding can be used
cleaning kidney dialysis machines o Chemfcals can be found easily
» Non mercury thermometers H - Chemical ages can be tracked .
. > Chemical standards maintain traceability
» Enzyme and peroxide based - Disposal can be documented
cleaners for chromerge P 123456
(NoChromix) _ e » Physical reconciliation
’ Whe_n purChas_mg automajced o——on - Assures accuracy of database
equipment think of chemical waste > Provides visual inspection of chemical condition

B
Jocl

AN \
{ ¢} CHEMICAL SECURITY. |\
(o) enanementeRooas |

}wa Inventory management 3# Inventory

Less is Better ! » Database of chemicals
> Computer/web-based
» Order only what you need - Barcodes

> ID, location, owner, hazards

» Benefits
> Saves time
> Improves research

» Reduce size of experiment
» Control access to database

> It cost less to store

» Maintain with inspections > Improves safety
> It cost less to dispose > Improves security
» Ensure control and ¢ Saves money
accountability > Regulation compliance
anc Safoty Amercan Chamical Sodey, 2002, e o aberany Endronmert el - No orphan chemicals - Earn recognition

http://portal.acs.org/portal/acs/corg/content? nfpb=true&
se_sec=false&sec_url_var=region1& _uuid=ef91c89e-8b:

jeLabel=PP_SUPERARTICLE&node_id=2230&u
43e6-bcd0-ff5b9calca33




}.9', Database helps safely track and report
chemical storage and use

» Searches and Reports:
> Find an (M)SDS
> Chemical Inventory Search Menu
> Chemical Regulatory Reports Search Menu
> Find Chemical Storage Locations
» Transfers, Removal, Verification and Inventory Entry:
> Transfer or Remove a Bar-coded Chemical from the Inventory
> Verify Chemical Inventory Menu
> Add Chemical Inventory
> Chemical Exchange Menu
» Procedures, Forms and Links:
> See Inventory procedures, forms and other documents
> See Other Chemical Related Links

Query for toluene: barcode, location,
department, quantity and order date

BARCODE LOCATION DEPT QUANTITY | UNIT Purchase Date
AQ00600682 NM/518/1111 1725 |1 L 10/24/2006
AQ00602185 NM/518/1123 1111 | 100 mL 11/20/2006
AQ00582298 NM/518/1302 1131 |1 L 8/8/2006
AQ00602186 NM/518/1302 1131 | 100 mL 11/20/2006
AQ00602187 NM/518/1302 1131 | 100 mL 11/20/2006
AQ00582307 NM/518/1302 1131 | 4 L 8/8/2006

(M)SDS and Certificates of Analysis may also be included

7>

» Chemical or trade name search

» CAS number search

» Ingredient search @
» Location/organization search

» Location owner search

Inventory queries

(3]~

» Requester search
» Barcode search

Inventory Management:

; Chemical Aging

» How old are your chemicals?

» Some chemicals degrade over time
> rotate stock
> label & date

» Chemical assays have expiration
dates
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Chemical Storage:
Risk Management

» What chemicals are needed?

» Where will chemicals be stored?

» What are the hazards associated
with chemical storage?

» Have the hazards been evaluated?

» Storage facility design considered?

» What measures can be taken to
mitigate risk?

\ CHEMICAL SECURITY.
ENGAGEMENT PROCRAM.

Chemical Storage:

Risk Management

» Select the type of
storage on basis of:
> Quantity
> Concentration
o Chemical properties

- State: gas, liquid, or
cryogenic
- Flammability
+ Toxicity
- Reactivity
o Storage conditions
- Temperature and pressure

134

}Qvn Storage Facility Design

Secondary containment for spills
or releases

Fire detection, alarms, and
suppression systems

Safety and emergency response
equipment
Adequate ventilation

General ventilation

Local exhaust ventilation for
transfers

Access controls

Alarms/sensors

135

3?‘? Chemical Storage:
General Guidelines
» Separate incompatible
chemicals

» Separate flammables and
explosives from ignition
sources

- flammable storage cabinets

» Large containers on bottom
shelves

» All containers properly labeled
and closed
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3?‘, Chemical Storage:
General Guidelines
»  Wipe-off outside of container
before returning to storage area

» Secure Chemicals of Concern

» Use secondary containment
Label with compatibility group

» Fasten storage shelves to wall or
floor

» Shelves should have a lip and/or
rod

}Qva Storage: Reactive Chemicals

» Water reactive, pyrophoric, oxidizers

» Peroxide-forming

ACAUTION

- Ethers, butadiene, tetrahydrofuran

- Store in tightly closed original container PEROXIDE
> Avoid exposure to light, air, heat FORMING
- Crystals or discoloration? Do not move CHEMICAL

Date Received:

Date Opened:

Date Expires:

Inhibitor Added: Yes No

or open container
> Test for peroxides before using

- Especially if distilling/concentrating
> Know when to dispose

- Mark when opened
- Dispose even if unused

& Chemical Storage:
General Guidelines
» Do Not Store Chemicals

> On top of cabinets
> On the floor

> In hoods

> Where there are wide variations in temperature, humidity or sunlight
> In hallways

% Storage: Compressed Gas Cylinders

i

» Secure (chain/clamp) and ﬁ |
separate gas cylinders ki ;

» Screw down cylinder caps
» Store in well-ventilated area

» Separate and label empty
cylinders

Separate incompatible
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CSB video: Compressed gas fire

@SB

UL Crampirel Babety osl
]

Safety Video

Dangers of Propylene Cylinders.in
High Temperatures

Fire at Praxair Distribution; Inc
St Louis, MO, June 24, 2005

Chemical storage:
Containers

Don’t use chemical containers for food
Don’t use food containers for chemicals
Be sure all containers are properly
closed

Wipe-off outside of container before
returning to storage area
Transport/carry all containers safely

> Preferably use outer protective container

143

Storage: Refrigeration

» Types
- Ordinary, household refrigerator/freezers
+ Are NOT safe for flammables ;
> Flammables-safe refrigerator or freezer I

- May contain flammables, but are NOT safe to be in areas
with flammable vapors
> Explosion-proof storage =

» Proper refrigerator/freezer labeling =

» Precautions =
- Stable power
- Not all refrigerants are completely safe
- Toxicity, flammability, and physical hazards

» Do not store peroxide formers in a refrigerator b

» Defrost occasionally to prevent chemicals from
becoming trapped in the ice formations

NO FOOD
OR DRINK

}?vw Storage: Drums

» Store drums in areas protected
from moisture and high
temperatures

» Maintain an inventory of drums
o Safety data sheets
> Label drum contents
> Date waste drums
o Test for peroxide-forming
chemicals regularly

» Inspect drum storage areas for:
> Corrosion
> Bulging drums

144
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% Storage: Access Control

» Access limitations depend on the material or
information
> More control of access if COCs are present

» Lock areas, rooms, cabinets
> Control of keys

» Label areas “Authorized Personnel Only”
Means of identifying authorized personnel
Challenge unfamiliar people in restricted areas

» Authorized personnel
> Trusted, background check
> Trained
Legitimate need

B OS F.
/ o ® \ CHEMICAL SECURITY.
i

& Waste

» Plan ahead

> Minimize amount and
hazards

» Separate during
collection and storage

» Recycling and/or
disposal

» Prevent orphans and
unknowns

3%» Storage: Good and Bad Examples

CHEMICAL SECURITY.
ENGAGEMENT PROGRAM.

Conclusions:
Chemical Management

» Key to chemical safety and security

» Involves all CSS controls
> Administrative
> QOperational
> Engineering
> PPE

» Many issues addressed by planning ahead

» Best practices in chemical management and high quality
research are positively correlate

» Opportunities for those willing to pioneer improvements
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Instructions
N B S b k K = t P 9 9 Use the Safety Data Sheet for H,S0, to complete the table. Use the table to arrange the chemicals for storage in the best way possible.

O O I 1 a g e Mo more than 4 bottles can go on a shelf. Note that only one cabinet has a vent. You must choose only one cabinet to protect with a padlock.
You may have to make some compromises or hard choices.

Compatible Storage Group Classification System

Incompatible Additional

Q)

Should be used in conjunction with specific storage conditions faken from the manufacturer’s label and SDS. y,
If space does not allow Storage Groups to be kept in ssparate & & With Notes
STO RAG E GROU Ps cabinets the following scheme can be used with extra care taken fo
s 2 provide stable, uncrowded, and carefully monitored condifions.
Store chemicals in separate Acetic Acid X X X
secondary containment and cabinefs Acetone X X
NHsOH X X X
A Compatible Organic Bases t-BuLi X X X X H,0, CO, Pyrophoric
Coimpatible Pyroplioric & CH,Cl X X
Water Reactive Materials Ethanol X X
c Compalible Inorganic Bases Diethyl ether X X Peroxide former
n-Hexane X X X
D Compatible Organic Acids HCl X X
Mg(OH), X
E  Compatible Oxidizers including Peroxides HNO; X X
KCIO, X X coc*
Compatible Inorganic Acids net including =
F Oxidizers or Combustible HaCH £ Lt : X Acids coc*
G Netninsially Roocrive o lammabi [ Hso, ] I | I | ‘ |
or Combustible Ticl, | | | x x| | | H,0 coc*
J Poison Compressed Gases Distilled H;0 | [ | | | ‘ |
* COC = Chemical of Concern for possible misuse as a weapon or weapon precursor.
J¢ Gompolible Explosive or cther highly
Unstable Material When you are done, share your results and discuss with those around you.
Non-Reactive Fk ble and Combustibl
L ;nz:da';c;gﬁe::"ma adc ko ‘Was there one “perfect” way to store the chemicals?
X Incompatible with ALL other storage groups Storage Group X must be segregated Storoge Group B is not compatible Did you have to make compromises? What were they?
from all other chemicals. with any other storage group. 15 15
1 What were your main priorities? 2

Adcoted fram Sinbacd niasings ChapTackar Siornge Suiam




& Activity: Chemical Storage

» Find one or two partners
» Use the hazard and compatibility information to optimize
chemical storage
» Rules:
> 4 bottles per shelf maximum
> Note that only one cabinet has a vent
> Only one cabinet can be secured (padlock)

You may have to make some compromises or hard choices

» When finished, discuss the following and write comments in
your workbook:
> Was there one “perfect” way to store the chemicals?
> Did you have to make compromises? What were they?
> In making compromises, what were your main priorities?

Laboratory Assessment: Part 4

Sandia
National
Laboratories

& Chemical Storage

Conclusions
» It is possible to make chemical storage safer and more secure

» Safe and secure chemical storage requires
> Space
o Time
> Training
o Equipment

» Difficulties may be mitigated by operational controls
> Substitution
> Source reduction

3 Clan get help from an inventory system that tracks hazard
classes

3’ Part 4: Laboratory Assessment

Exercise
List and Prioritize Tasks for an Action Plan
- Easiest > Medium > Difficult

- Inventory all -Buy flammable cabinet -New hood

chemicals -Develop training program
- Remove expired -Set up inventory system

chemicals
- Separate incompatible

chemicals

o List who will be on the Chemical Safety Team:
- Who will be responsible for completing action items?

> Set timeline for completion:
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3:?‘, CSS Action Plan

» Timeline & commitment:
o initiate & comblete actions. onaoina actions. persons resnonsible

Lead Personfs] Item 2012 - - - i - 2013 |
{name) (8] Description January | February | March | April May June | July August !egmbel October [NovemberiDecember| January | February |
AlEinstein 1 Chenical Inventory: i i i

8 chack

b remove spert/orphan chermicals —_—

c i —

d chem's into secondary containment —

UnusPauling 2 Training:
a general crientation/new lab users
b fire extinguisher
 special processes

Marie Qurie. 3 Collect MSDS info
HansFischer 4 Develop SOPs
Al Einstein 5 Get/install Fire Storage Cabinets.

HansFicher 6 Get/install Chem FumeHood
a verify typefspecifications
b coordinate with facilties
¢ find vandors & contract installation

Marie Curie 7 Proper waste disposal
4 identify waste types
b identify disposal contractors
¢ check qualificaticns of contractors
d outhine contract terms/reguirements
& negotiate/sign contract for disposal

o May 2013
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