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Other fields 12%
Biology 6%
Physics 6%

Mechanical engineering 16%
Electrical engineering 21%

Other engineering 15%

Computing 16%

Chemistry 6%
Math 2%

Technical staff 
(4,277) by discipline:

 WE ARE SCIENTISTS & ENGINEERS 
◦ Establish relationships in Global science community 
◦ Experience in labs 
◦ Experience with research & development 
◦ Fundamental and applied sciences 
◦ Analytical skills 
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 World-class technical competence: 
◦ One of 16 National Laboratories in U.S. 
 2 main sites (CA and NM), other facilities/collaborations 

◦ High-risk/high-benefit research 
◦ Expertise in engineering and science 
 Energy, security, weapons, nonproliferation, climate, environment, infrastructure, 

emergency response, fundamental science and engineering, supercomputing. 
 Risk Analysis: 
◦ Vulnerability, safety, security, prioritization, mitigation, strategy.  

 Threat Reduction: 
◦ Nuclear, Biological, Chemical 

 International: 
◦ Experience in every region, most countries 

 Honest broker:
◦ No commercial or political objectives
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 Chem/Bio decontamination 
 (Inter)National impacts 
 Accomplishments 

◦ >1700 patents & commercial copyrights 
◦ Cooperative R&D (most among National labs) 
◦ small business tech transfer 
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Program Overview

ICTR and CSP seek to improve global chemical security and 
safety by raising awareness and improving security and safety 
best practices. 

Program Goals:
 Raise awareness about chemical threats and dual-use 

nature of chemicals. 
 Provide technical assistance to improve chemical 

security and safety best practices. 
 Foster national and regional dialogue focused on 

improving chemical security and safety. 
 Promote international scientific cooperation among 

chemical professionals. 
 Establish cadres of safety and security programs and 

officers. 

ICTR/CSP Program Goals
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• To connect science, commerce, safety and security 
• Engage countries with: 

− growing chemistry capabilities and industry
− regional security concerns
− active producers/exporters of industrial chemicals 

• Partner with: 
− governments of host countries  
− international, national, and regional chemical professional 

societies 
− chemical professionals 
− chemical industry and industrial organizations 
− international entities focused on chemical security 

Program Strategy: Partnership
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Chemical Safety and Security Networks 
• Policy/regulation, academic and industry-specific 
• Lecture modules and hands-on training 
• Materials in English, Arabic, Indonesian and French 
• Work with Ministries, institutes, professional & trade societies
• Train-the-trainer courses 

− fundamentals of chemical management
− elements of chemical safety and security

• Pass it on …
 increase expertise 
 country specific

CSS Training & Networks
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 CSP active with Algeria:  
◦ Dec 2011 CRBt-Constantine: 

 40 academic scientists & administrators  
◦ Dec 2011 Univ. Oran: 

 30 academic scientists & administrators  
◦ Oct 2012 CRAPC-Algiers: 

 40 academic scientists & administrators 
 Co-trainers from CRAPC

 Current activities: 
◦ March 2013 Univ. Tlemcen

 ICLS CSS workshops 
◦ March 2013 RSDT 

 CSS Awareness 
 CSS Design Reviews Proposal

12
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 CSS Capabilities: 
◦ Vulnerability & risk assessments 
◦ Chemical supply chain surety 
◦ Physical protection of facilities/assets/targets/borders 
◦ Complex modeling/System dynamics 
◦ Solutions & mitigation analysis/strategies 

 Approach: 
◦ Partner with country officials, professionals & industry
◦ Scientist-to-scientist 
◦ Train-the-trainer 
◦ Risk-based decision making 
◦ Policy and regulation 

 Successes: 
 Philippines  
 Indonesia 
 Malaysia 
 next:  Algeria
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The objective of this 1½-day seminar is to introduce the 
ICP curriculum for the preparation of the Chemical 
Laboratory Safety Manual. The ICP curriculum includes 
the following topics: 
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CSP Website

• Offers networking opportunities 
• Provides resources
• Discussion boards

 Share best practices
 Ask questions/get answers

• Upload/view photos from workshops
• View/download training materials
• See upcoming and past events

https://www.csp-state.net/

15

Chemical Security Awareness Workshop 
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 Audiences:  
1) Leadership for chemical policy, institutions, enterprises. 
2) Academic scientists, technologists, students. 

 Purpose: 
◦ Raise awareness of CSS issues and how to improve. 
◦ Stimulate high-level comprehensive support to make improvements 

for CSS concerns. 
 Goals: 
◦ Generate cooperation between lab users, directors, administrators, 

and Ministries. 
◦ Align interests of professionals at all levels to take action on CSS 

issues. 
◦ Garner support and expertise for appropriate strategies for beneficial 

policies, mitigations. 
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Rapier weaving machine 

Smashing of Luddite looms

Smart phone

Photo Credits: Wikipedia - public domain
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 New chemicals and chemical industries are part of 
modern life.

 Chemicals can provide an increased quality of life 
and an increased length of life

 Chemical hazards can also cause health and 
environmental damage.

 Informed chemical regulation can enhance the 
safety and security of chemical usage 
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• Change must be managed

• Tradeoffs must be measured

20
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 Transboundary shipment of waste 
• ‘Remove’ hazard  ecological damage/pollution 

 Cement production in Europe vs North Africa
• Carbon emissions less in EU  higher globally 

 Palm oil production for biofuel
• ‘Renewable’ fuel  Slash & burn deforestation 

 Ethanol fuel production from corn
• ‘Renewable’ fuel  Increased food costs 

 E-waste export and recycling 
• ‘Remove’ hazard  PCBs/health exposures  

Risk can be transferred to a place where the risk 
ultimately increases or decreases
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Discovery of benefit -
widespread adoption

Problem discovered -
legislation to limit or 
eliminate

Re-adoption of technology with 
appropriate control (or 
alternative found)

Elimination may result in 
risk transfer or lost 
opportunity
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Birth defects 
discovered

Positive benefit 
discovered

Therapy for 
cancer Administrative: 

policies & controls

TIME 

U
S

E
 
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Publish Silent Spring 
(environmental 
awareness) 

WHO Guidelines for 
use (Malaria)

Stockholm 
Convention

Indoor use-
controlled

Minimization: 
Integrated pest 
management 

TIME 

U
S

E
 
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Chemical Legitimate use Illegitimate use
Ammonium Nitrate Fertilizer, Explosive Improvised Explosive

Sodium Cyanide Mining, Jewelry Poisoning, Coral reef fishing

Pseudoephedrine Medicine Illegal Drug making
Chlorine Chemicals, disinfection Poisoning
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Proposed Rule (August 2011) – Ammonium Nitrate 
Security Program:  “Under the proposed rule, the 
Department of Homeland Security would regulate the 
sale and transfer of ammonium nitrate … … with the 
purpose of preventing the use of ammonium nitrate in an 
act of terrorism.”

https://www.dhs.gov/files/laws/ammonium-nitrate-regulations.shtm
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Fertilizer substitute
• Polymer coated urea
• Sulf-N® 26  -Ammonium 

nitrate/sulfate 
http://www.sulfn26.com/

Slow release polymer coated urea

The substitute for 
ammonium nitrate 
cannot be used as 
explosive materials

27 28



8

Time Topic Presenter
08:30 Sign-in and receive materials
09:00 Welcome, Introductions & Opening Remarks Joe
09:10 Introduction: Chemical Security Engagement Program Xu

09:20 Workshop Overview and Objectives
09:35 Overview of Chemical Safety & Security (CSS) 
10:00 Fundamentals of CSS Christine
10:30 Break
10:45 Chemical Security:   Dual Use, International Controls, and Components of Chemical 

Security
Joe

11:15 (30min?) Algerian laws and regulations related to chemicals 

11:45 Relationships Between Chemical Safety and Security Christine

12:00 Principles of High Security Systems Joe
12:15 Risk Assessment & Implementation Christine
12:45 Q&A 
13:00 Lunch
14:00 Facility Design for CSS Joe
14:30 Chemical Management Best Practices Christine
14:00 (30min?) Perspective on Chemical Security in Algeria

15:30 Open Discussion: Chem Safety and Security
16:00 Closing and Adjourn Joe
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SAND No. 2009-5741C Sandia is a multiprogram laboratory operated by Sandia Corporation, a Lockheed Martin 
Company, for the United States Department of Energy’s National Nuclear Security Administration

under contract DE-AC04-94AL85000.

Chemicals
 Vinyl chloride
 Asbestos
 Carbon tetrachloride
 Mercury
 Lead
 Thalidomide
 Methanol
 CO, CS2

Diseases
 Liver cancer
 Mesothelioma
 Hepatotoxin (jaundice)
 Neurotoxin, CNS, narcosis
 Reprotoxin, birth defects
 Reprotoxin, developmental defects
 Blindness, death
 Hematopoietic, hemoglobin, cyanosis

Chemicals used in labs and factories can be hazardous. 

Why worry about 
chemical safety? 

31

Environmental hazards
California State Univ. Northridge: Earthquake

•Poor inventory: 
−Several fires in science buildings 

allowed to burn because firemen 
worried about chemical hazards

− Professors and students lost 
equipment, notes, materials, 
samples 

Images courtesy: P.W. Weigand, California State University Northridge Geology Department, Image 
source: Earth Science World Image Bank http://www.earthscienceworld.org/images 

•Magnitude 6.7
•January 1994 – 4:31 am
•57 deaths; 11,000 injuries
•Epicenter a few km from the 

campus

32
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Catastrophic process incidents:
 1976 Seveso, Italy 
 1984 Bhopal, India 
 2005 Texas City, Texas, USA

More recently:
 2009-Fertilizer tank collapses
◦ 2 critically injured
◦ Responders exposed to ammonia
◦ ~760 m3 of fertilizer released
◦ River contaminated 

 2007-Fire and Explosion
◦ Filling ethyl acetate storage tank
◦ Equipment not bonded and grounded Photo credit. U.S. Chemical Safety Board. 

33

Bhopal:  
Pesticide plant Chemical Release

December 1984: One of the worst chemical 
disasters in history, 

•Union Carbide plant: 
−making Sevin
− released ~40 tons of methyl isocyanate
− release in middle of the night

•Low demand for pesticides meant the plant was 
only partially running  

•Equipment was broken or turned off, including 
safety equipment
– safety measures and equipment far below US 

standards 
•Plant in heavily populated area

* “The Bhopal disaster and its aftermath: a review”, Edward Broughton, Environmental Health: A Global Access Science 
Source 2005, 4:6,  http://www.ehjournal.net/content/4/1/6, accessed 12/07 

Bhopal 25-yr vigil  
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 More individual country regulations
 More international regulations
◦ IATA 
◦ GHS 
◦ REACH 

 Environmental problems from natural 
disasters 
◦ Earthquakes, hurricanes, floods

 Increased public awareness 
 Increased media coverage 
 Less public tolerance 
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 Health & Safety of workers
 Safety of the community 
 Safety of the environment 
 Professional responsibility 
 Reputation 

…It’s the right thing to do!

36
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•History of people deliberately using chemicals 
to harm others.  

•Information on how to acquire and deliver them 
is easy to get: 

37

Jakarta Globe:  August 10, 2010
Roundup of 5 in Bandung exposes plan to target 

capital: Aceh Anti-Terror Seep Rolls on

A Field Guide to Manufactured Explosives

September 14, 2010
Bulgarian police seize 15 tons of chemicals 
for heroin production

Al Jazeera.net: Doha: December 6, 2010
Al-Qaeda members planned to kill Saudi Arabian 

government officials, and media workers, with poisoned 
gifts

CNN:  January 13, 2003
Moscow: Ricin Recipe Found on Chechen Fighter
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• Black markets
• CW Precursors and 

precursors to precursors
• Toxic industrial chemicals
• Theft and diversion

(AP Photo, Ric Feld, 2004) 

http://www.millercountyliberal.com/news/2011-04-
20/Community/PGC_Farms_Chemical_Warehouse_vict
im_of_theft.html
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Aum Shinrikyo: 
Matsumoto and Tokyo, Japan

•Sarin attack on Judges in Matsumoto, June 1994 
– Sarin sprayed from truck at night 
– 7 deaths, 144 injuries 

•Sarin attack on Tokyo subway, March 1995 
– 11 bags with 600 g each on 

3 main subway lines 
– 12 deaths, 3938 injuries 

•Hydrogen cyanide attacks on 
Tokyo subway, May 1995 
– Bags of NaCN and sulfuric acid 
– No deaths, 4 injuries 

40
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 Recruited young scientists from top Japanese 
universities.

 Produced sarin, tabun, soman, VX.

 Purchased tons of chemicals 
through cult-owned companies.

 Motives: proof of religious 
prophecy, kill opponents, interfere 
with legal proceedings and police 
investigations.
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 Chemicals purchased to make 
bombs 

 One ton of potassium chlorate 
purchased in three transactions 
from a fertilizer-chemicals store.
◦ purchaser claimed to be a 

chemical salesman.
◦ obtained a false receipt saying he 

purchased sodium benzoate.
◦ store lacked proper permit, 

didn’t know the chemical was for 
a bomb.
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August 10, 2010
…the squad arrested a 

recent university graduate 
in chemical engineering. 
“We believe [he] was the 

technician at the bomb lab,” 
…
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 March 2002, an anarchist was found in a 
Univ. Illinois-Chicago building with 
sodium cyanide

 He stored chemicals in a room at the 
Chicago subway, including: 
◦ 100g (0.25 lb) of potassium cyanide and 

400g (0.9 lb) of sodium cyanide
◦ also mercuric sulfate, sodium cyanide, 

and potassium chlorate 
◦ stolen from an abandoned chemical 

warehouse 
 15 drums and 300 jars of other chemicals 

found there. 

 Sentenced to prison for: 
◦ “possessing a chemical weapon”, 
◦ other civil disruption charges 

(Interfering with power, air-traffic 
control systems, computer systems, 
broadcast systems, setting fires).  

http://cns.miis.edu/db/wmdt/incidents/1190.htm, accessed 12/07

44
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Chemical Diversion: 
Iraq

•Many incidents with chlorine 
gas cylinders blown up with 
explosives 
– chlorine probably stolen/ 

diverted from water purification 
plants or oil industry 

– many civilians and non-
combatants injured 

•Chlorine first used as a chemical 
weapon in WWI. 

On March 23, 2007, police in Ramadi's Jazeera district seized a truck filled with "five one-ton containers filled 
with chlorine and more than two tons of explosives"  
From http://www.longwarjournal.org/archives/2007/03/al_qaedas_chlorine_w.php - downloaded Jan 2008.  
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 Health and safety of people and environment 
 Community relationships
 Reduce chance of release
 Avoid loss and damage to labs and equipment 
 Prevent criminals and terrorists from getting dangerous 

chemicals & information
◦ Wide variety of chemicals have been used
◦ Wide variety of motivations for actions

 A deliberate attack on a chemical facility could release a 
large amount of hazardous material 
◦ Injure or kill people in nearby areas
◦ Eliminate jobs and economic assets
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Chemical Security Questions: 

47

Chemical Security Awareness Workshop 

SAND No. 2009-5741C Sandia is a multiprogram laboratory operated by Sandia Corporation, a Lockheed Martin 
Company, for the United States Department of Energy’s National Nuclear Security Administration

under contract DE-AC04-94AL85000.
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– The control of exposure to potentially  hazardous 
substances to attain an acceptably low risk. 

49

Risk – the probability that 
harm will result

Chemical Safety: 
Hazard vs. Risk 

Hazard – the 
potential to harm

50

• Chemical hazards
– dusts, fumes, mists, vapors, gases

• Physical hazards
– fire, electrical, pressure

vibration, temperatures, noise
• Ergonomic hazards

– repetitive motion (pipetting), lifting,
work areas (computers, instruments) 

• Biological hazards
– pathogens, blood or body fluids

• Radiological hazards
– ionizing radiation 

Laboratory Hazards
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 Toxicity and corrosivity
 Asphyxiation
 Combustion
 Detonation
 Chemical reactivity
 Bursting vessel explosion
 Rapid phase transition 

(BLEVEs)
 Other/physical
These are not mutually exclusive 

categories.

US Chemical Safety Board
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Acute (short term, poisons, asthmagens)
cyanide

strychnine

Chronic (long term, carcinogens, reproductive)
vinyl chloride (liver cancer)

asbestos (mesothelioma, lung cancer)
thalidomide (developmental birth defects)
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“All substances are poisons; 
There is none which is not a poison. 

The right dose differentiates a
poison from a remedy…”

- Paracelsus (1493-1541) 
“Father of Toxicology”

Dose Response

54

Routes of Exposure

Breathing Zone
Inhalation*

Absorption
Ingestion
Injection

*Most important route of entry

Eyes

55 56
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 Moving unguarded parts, pinches
vacuum pump belts

 Broken glassware and sharps, cuts
 Pressure apparatus
 Vacuum containers
 Dewar flasks
 High voltage equipment
 Computer workstations
 Slips, trips & falls

57

 Blood borne pathogens
• AIDS, HIV, hepatitis, clinical labs

 Recombinant DNA
• Genetic engineering, cloning

Work with animals
• Zoonoses, diseases from animals

58

Ionizing Radiation:
alpha , beta gamma 
X-rays, neutrons

Radioactive isotopes:
tritium, H-3, carbon, C-14, sulfur, S-
35,phosphorus, P-32/33, iodine, I-135

59

the absence of loss and harm at process facilities by:
(a) identifying process hazards, 
(b) containing and controlling them,
(c) countering abnormal situations with effective 

safeguards.      

(Activity-focused definition)

60
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Industrial Hygiene Principles

Anticipation
Recognition
Evaluation
Control

Chemical hazards

Physical hazards

Ergonomic hazards

Biological hazards

Radiological hazards

61

Safety First ! 
Advance Planning…

To consider safety in the beginning is: 

… and it saves you time !   

Easier,

Cheaper, 

Safer,

62

Types of lab hazards: 
chemical toxicity
fire / explosion

physical hazards
biohazards
radiation 

special substances

63

What are the possible risks?
– Are the equipment & facilities adequate?
– Are staff properly and sufficiently trained?
– Risks if experiment goes wrong?
– Is there a plan for this?

64
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How are risks 
controlled?

• Engineering controls:
– enclosure / isolation 
– ventilation / hoods

• Personal Protective Equipment (PPE)
• Emergency Plan

65

– Administrative policies
organizational policies

– Operational practices
work practices

– Engineering controls
ventilation, barriers 

- Personal Protective Equipment (PPE)

Broader 
Scope 

66
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 Inherent - Hazard reduction 
 Passive - Process or equipment 

design features that reduce risk 
without active functioning of any 
device

 Active - Engineering controls
 Procedural - Administrative 

controls

Generally 
More 

Reliable / 
Effective

 Have a Safety Manual

 Never work alone, especially after hours.
 Specify when eye protection & PPE is required.
 Specify operations that require hood use.
 Specify required training.
 No mouth pipetting.
 No long hair or dangling attire.

68
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Procedures to receive chemicals:
 Packages opened only in contained areas, not 

receiving

 Receiving staff trained to look for signs of 
breakage and/or leaking shipments

 Receiving area has spill kits

 Mailroom/receiving alert for suspicious shipments

69

SOURCE

RECEIVER

X

70

Isolate/enclose the process or worker 

Use a  barrier

- or -

Ventilation
Dilution (general ventilation) - Not good

Local exhaust ventilation (LEV) - Preferred

71

PPE includes:

eye protection,
gloves,

laboratory coats. etc.,
respirators,

appropriate foot protection

72
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Behavior Accident 
Probability

Accident

No
Accident

Severity 
Probability

Consequence
Risk = exposure x probability

73

Behavior Based Safety (BBS)…
 Is proactive – discourages ‘at-risk’ behaviors.
 Focuses on observing worker behavior.
◦ Behaviors that place employees at risk are noted, 
◦ Adjustments are made, 
◦ Data from behavioral observations. 

 Holistic understanding of worker behavior.
◦ Notes the environment in which behavior occurs, the behavior 

itself, and consequences of the behavior.

74

75
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Chemical Security Awareness Workshop 

78

Dual use chemicals: Chemicals used in industry or 
everyday life that can also be used in bad ways. 

79

 Legal use: 
◦ Pseudoephedrine is a common ingredient in 

cold medicines 
 Illegal use: 
◦ Precursor to crystal methamphetamine
◦ Recipes for conversion  available on web 

US DEA, http://www.deadiversion.usdoj.gov/pubs/brochures/pseudo/pseudo_trifold.htm, viewed Dec 2007

Illicit Methamphetamine Laboratory

• Clandestine meth labs in US, 2002
– Caused 194 fires, 117 explosions, and 22 

deaths 
– Cost $23.8 million for cleanup
– Dumped chemicals led to  

• deaths of livestock
• contaminated streams 
• large areas of dead trees and vegetation 

80
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 Industrial Use
◦ Cyanide consumption globally
 13% - mineral processing of gold, copper, zinc, silver
 87% - plastics, adhesives, and pesticides

 Illegal Use:
◦ Product tampering* 
 Tylenol capsules 

 laced with KCN 
 7 deaths, fall 1982, Chicago, Illinois, USA
 Led to tamper-proof product packaging

◦ Popular with criminals and terrorists because it is 
relatively easy to obtain

◦ K/NaCN is an Australian Group CW agent 

http://en.wikipedia.org/w/index.php?title=Tylenol_Crisis_of_1982&oldid=173056508>. 

Therence Koh/AFP/Getty Images

* "Tylenol Crisis of 1982." 
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 Dushuqiang (Strong Rat Poison)
◦ Outlawed in China in the mid-1980s, but was 

still available
◦ Nanjing, Sept. 2002
 38 people killed by poison in snack-shop food, 

>300 sick
 Jealously by rival shop owner

◦ Hunan, Sept. 2003 
 241 people poisoned by cakes served in school 

cafeteria 
 Motive and perpetrator unknown

◦ Tongchuan City, Shaanxi, April 2004
 74 poisoned by scallion pancakes
 Motive and perpetrator unknown 

◦ 5 other incidents reported between 1991 and 
2004

•Widely used in homes and  
agriculture, but also used to 
poison people. 

Ann. Emerg. Med., Vol. 45, pg. 609, June 2005
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Dual-use chemicals: 
Chlorine

www.longwarjournal.org/archives/2007/03/al_qaedas_chlorine_w.php 

 Industrial Use
◦ Manufacture of chlorine compounds
 63% - organic chlorine compounds

 Examples: C2H4Cl2 and C2H3Cl – (PVC) 

 18% - inorganic chlorine compounds
 Examples: HCl, HOCl, AlCl3, SiCl4, PCl3

 19% - bleaches and disinfection products

 Illegal Use:
◦ chlorine gas cylinders are blown up with 

explosives
– Chlorine likely stolen/diverted from water 

purification plants or oil industry
– Civilians and non-combatants injured 

• Chlorine first used in WWI as a chemical 
weapon 
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 Dimethyl methyl phosphonate (DMMP)
◦ Flame retardant for: 

building materials, furnishings, transportation equipment, 
electrical industry, upholstery

◦ Nerve agent precursor 

 Thiodiglycol
◦ Dye carrier, ink solvent, lubricant, cosmetics, anti-arthritic 

drugs, plastics, stabilizers, antioxidants, photographic, 
copying, antistatic agent, epoxides, coatings, metal plating

◦ Mustard gas precursor 

 Arsenic Trichloride
◦ Catalyst in CFC manufacture, semiconductor precursor, 

intermediate for pharmaceuticals, insecticides
◦ Lewisite (Schedule 1 CWC) precursor

From: Chemical Weapons Convention: 
Implementation Assistance Programme Manual 84



22

 Industrial Uses
◦ Propellant in automobile airbags
 ~ 50g Driver side

 ~ 200g Passenger side

◦ Biocide in hospitals and laboratories

◦ Anticorrosion solutions

 Illegal Uses
◦ Gas more deadly than Hydrogen Cyanide when 

reacted with an aqueous oxidizer
◦ Toxic by ingestion
◦ Detonator for powerful explosives

http://auto.howstuffworks.com/car-driving-
safety/safety-regulatory-devices/airbag1.htm

85

 Triacetone triperoxide (TATP) 
 Nicknamed “Mother of Satan” because of its deadly nature
 Made using acetone, hydrogen peroxide, and a strong acid (i.e. 

HCl, H2SO4)
 Invisible to detectors looking for N-based explosives
 Used as Primary High Explosive
◦ Sept 2009 arrest of N. Zazi, NY and Denver
◦ July 2005 London suicide bombs
◦ 2001 Richard Reid “shoe bomber”
◦ 1997 New York subway suicide bomb plot

Wikipedia downloaded Oct 2009 
http://en.wikipedia.org/wiki/Acetone_peroxide

CAS 17088-37-8

86

 Ammonium nitrate 
fertilizer and fuel oil (diesel, 
kerosene)  

 Used to bomb Alfred P. 
Murrah building in 
Oklahoma City, OK, USA
• April 1995
• with nitromethane and 

commercial explosives
• 168 dead, including children 

 Favored by IRA, FARC, 
ETA, etc.  

Photo: US DOD

87 88
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Chemical weapons convention

Export controls

UN Security Council Resolution 1540

Responsible Care® 
Security Code

89

 International group headquartered in The Hague, 
Netherlands 
◦ https://www.opcw.org/index.html

 Chemical weapons convention (CWC)
◦ International treaty which bans the development, production, 

stockpiling, transfer and use of chemical weapons
 Promotes international cooperation in peaceful uses of 

chemistry
 Protecting each other 

90

 An informal arrangement to minimize the risk of 
assisting chemical and biological weapon (CBW) 
proliferation.
◦ Harmonizing participating countries’ national export 

licensing measures
◦ Started in 1985 when Iraq CW program was found to have 

diverted chemicals and equipment from legitimate trade 
 40 nations plus European Commission participate 

91

 Controls exports of: 
◦ 63+ Chemical weapon agent precursor chemicals
◦ Dual-use chemical manufacturing facilities and equipment 

and related technology
◦ Dual-use biological equipment and related technology 
◦ Biological agents 
◦ Plant pathogens 
◦ Animal pathogens

 Includes no-undercut policy
◦ Countries won’t approve an export that another member 

country denied 

92
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 Security Code has 13 management practices
 Address facility, transportation/value chain and cyber 

security 
 Companies must: 
◦ conduct comprehensive security vulnerability assessments 

(SVAs) 
◦ implement security enhancements 
◦ strict timeline, 
◦ using methods approved by security experts 
◦ obtain independent verification

93

 Unanimously passed on 28 April 2004
 UN Member States: 
◦ must refrain from supporting non-State actors in developing, 

acquiring, manufacturing, possessing, transporting, transferring 
or using nuclear, chemical or biological weapons and their 
delivery systems. 

◦ must establish domestic controls to prevent the proliferation of 
nuclear, chemical and biological weapons, and their means of 
delivery, including by establishing appropriate controls over 
related materials.

 Enhanced international cooperation is encouraged, 
promoting universal adherence to existing international non-
proliferation treaties.  
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Components of 

Chemical Security
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Chemical Security 
Questions

•Is your facility secure? 
•How easy would it be for someone to steal chemicals?
•Are the chemistry workrooms, stockrooms, process areas and 

labs always locked and secure?
•Is someone always there when these rooms are open?
•Do you check your orders when chemicals arrive to be sure some 

chemicals are not missing?

96
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Components of 
Chemical Security

• Physical security of site
• Personnel management
• Information security
• Management of chemical security activities
• Allocation of chemical security responsibilities
• Development of emergency plans
• Chemical security training 

Goal: Ensure that you don’t accidently help a criminal or a 
terrorist get dangerous chemicals

97

Chemical Security:  
Physical Site

LOCK UP!!

Controlled drugs

Chemical Surety Agents

Highly toxic chemicals
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Characterize a facility in terms of:

Chemical Security:  
Facility Characterization

– Site boundary
– Buildings (construction 

and HVAC systems)
– Room locations
– Access points
– Processes within the 

facility
– Existing Protection 

Systems

– Operating conditions 
(working hours, off-hours, 
potential emergencies)

– Safety considerations
– Types and numbers of 

employees
– Legal and regulatory 

issues
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Chemical Security:  
Target Identification

 Determine possible targets for the 
following actions:

• Sabotage
– identify vital areas to protect

• Theft of chemicals
• Theft of information

– identify locations of materials to protect

100
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Chemical Security:  
Threat Definition

Threat classes:
• Outsiders — no authorized access

• Insiders — authorized access

• Collusion — between Outsiders and Insiders

101

Chemical Security: 
Personnel Management

•Protects against both Insider and Outsider threat
•Who checks people entering the building? 
•Who has keys?   How do they get authorized? 

– Building
– Stockroom
– Individual labs/process areas

•When someone leaves, do you make sure they turn in 
keys? 
- Prevent people from making duplicate keys
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Chemical Security: 
Information Security

•How do you track chemical inventory?
– Is the information secured so unauthorized people  

can’t read it or alter it?

•Would you know if: 
– some toxic chemicals disappeared overnight?
– some toxic chemicals didn’t arrive? 
– someone was ordered chemicals 

in the name of your institution 
but diverted them? 
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Chemical Security: 
Assign Responsibilities

•Identify people responsible for various chemical 
security activities:
– physical security, building modifications
– chemical tracking and reporting
– personnel and access management
– information management
– emergency planning

•Ensure they have the time, resources and authority to 
do the job.

•Integrate with chemical safety responsibilities.

104
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Chemical Security Awareness Workshop 

INSERT SLIDES FROM 
INVITED SPEAKER HERE
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Chemical Security Awareness Workshop 

Relationships Between 
Chemical Safety and Security

Many practices are the same for chemical safety and security, 
but there are a few areas of conflict.

•Chemical safety:
•Protection against accidents

•Chemical security:
•Protection against deliberate harm 

108
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Are all agents dangerous?

or

Is it their improper use that makes them 
dangerous?
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Good Practices for Both 
Chemical Safety and Security

•Minimize use of hazardous chemicals.
– Replace with less-hazardous chemicals, when 

possible.
– Reduce scale of experiments.

•Minimize supply of hazardous chemicals.

•Restrict access to hazardous chemicals.
– Know what you have.
– Know how to store, handle and dispose of what you 

have.
– Know who has access to materials, knowledge and 

expertise.

•Plan what to do in an emergency.
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 Prevention
Better to prevent waste than to treat or clean up waste after it is created.

 Safer Solvents and Auxiliaries
Use of auxiliary substances (e.g., solvents, separation agents, etc.) should be eliminated when 
possible, and made safe when used. 

 Inherently Safer Chemistry for Accident Prevention
Choose substances for a chemical process to minimize the potential for chemical accidents, 
(releases, explosions, fires, etc).

 Reduce Derivatives
Derivatization (use of blocking groups, protection/deprotection, temporary modification of 
physical/chemical processes) should be minimized/avoided; such steps require additional 
reagents and can generate waste. 

 Design for Degradation
Chemical products should be designed to break down into innocuous material at the end of 
their function, and do not persist in the environment.

 Real-time analysis for Pollution Prevention
Develop analytical methods for real-time, in-process monitoring and control to prevent 
formation of hazardous substances. 
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 Essential to Chemical Safety and Security 
 Institute a Chemical Management Program
◦ Form a Safety team
 Develop a safety manual
 Have periodic safety training
 Have safety inspections
 Investigate serious incidents
 Follow-up!

◦ Form Chemical Management Team
 Manage access 
 Store properly 
 Manage chemical wastes
 Recycle chemicals when possible
 Develop and USE a Chemical Inventory System 

Chemical Management

112
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Procure/
Receipt Storage 

Reuse   Recycle

Disposal Use

113

Conflicts between 
Chemical Safety and Security

•Safety
– label everything so people recognize 

hazardous chemicals, 
– let community and especially 

emergency responders know what 
chemical dangers exist, 

– share knowledge about chemical 
hazards so people know to be alert. 

•Security
– labels help identify targets for theft 

or attack, 
– sharing locations of chemicals can 

publicize targets for theft or attack, 
– sharing knowledge of chemical 

hazards could inspire harmful 
behavior. 

Safety generally means sharing information widely, but 
this may not always be advisable. 
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Conflicts between 
Chemical Safety and Security

Locking exit doors is secure, 
but not safe.
– For safety, people need to be able 

to leave quickly and by many 
routes. 

– For security, you want to control 
exits and entrances so 
chemicals/equipment are not 
taken. 

EXIT
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Chemical Safety and Security: 
Setting Priorities

• Labs need to be safe, secure and productive. 
– Policies and practices flexible enough to allow for the 

uncertainties of research.  
– Policies and practices to align with local laws, regulations, 

practices and culture. Can’t just copy from somewhere else.

• Use risk-based security and safety measures. 
– Can’t afford to defend against every hazard. 
– Identify threats, characterize facilities, identify alternatives, 

analyze costs vs. performance.

• Be alert for suspicious activities or inquiries.
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 Security 
 Reduce Risk by: 
◦ Detect adversary 
◦ Delay 
 layered protection 
 barriers 
◦ Respond 
 security force 

 Know: 
◦ targets 
◦ threat 
◦ security system 

 Safety 
 Reduce Risk by: 
◦ Awareness & Recognition
◦ Controls 
 container-in-container 
 engineered controls 
◦ Emergency 

• emergency response 
 Know: 
◦ hazards 
◦ chemical properties 
◦ safety controls 
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Principles of 

High Security 

Systems
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Security is:
a combination of technical and 
administrative controls to deter, detect, 
delay, and respond to an intentional
malevolent event. 
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 Potential consequence severity determines which 
facilities need to be secured 
◦ Small-scale research laboratories
 Many different chemicals used in small amounts
◦ Large-scale manufacturing plants 
 Limited types of chemicals used in large amounts

120
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For effective and 
appropriate security, 
general security principles 
should be followed: 
◦ Detect
◦ Delay
◦ Respond

121

 General Principles to help ensure 
effective, appropriate security

1. Defense in Depth
2. Balanced Security
3. Integrated Security
4. Managed Risk 
 Graded Security
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 Layers, redundancy:

◦ Physical

◦ Administrative and 
Programmatic

Deterrence Program

Pre-Event Intelligence

Personnel Reliability 

Physical Security

Mitigation of Consequences
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 Protection layers
 Threat scenarios
◦ adversary paths (physical) 

 Objective:  NO WEAK PATH 

Protected Area

Controlled Room
Controlled Building

Target 
Enclosure

TargetPath 1
Path 2
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 System approach: 
• detection alerts response 
• access delay slows adversary to 

allow response 
• response prevents consequence 
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 Contribution by each component of the security 
system can be reduced to:
◦ detection of adversary or event
◦ delay of adversary or event
◦ response to adversary or event

 Integrated security evaluates that:
◦ overall detection is sufficient and precedes delay
◦ adversary delay time exceeds response time
◦ response is greater than expected adversary
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 How much Security is enough??

Cost of 
Security

Benefit of 
Security

127

 To reduce a risk, increase security
 To manage risks (keep risks constantly low), apply 

more security for the higher severity consequences 
◦ This is called the Graded Approach to security
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128



33

 The benefit (risk reduction) increases with increased 
security investment (cost)

 There is a point where the increased benefit does not 
justify the increased cost 

 What is the level of Acceptable Risk? 

Cost of 
Security

Mitigated Risk0.0 (low) 1.0 (high) 
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Acceptable Risk?
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•How much Security is enough?? 

Cost of 
Security

Level of 
Acceptable 

Risk 

Security Decision is
based on Managed Risk

Provides sufficient confidence that materials are 
appropriately protected
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Chemical Security Awareness Workshop 

 Hazard: 
◦ anything with the capacity to 

cause harm: 
 driving in Algiers can be 

hazardous 

 Risk: 
◦ the probability that a condition

will result in harm. 
◦ risk varies with conditions: 
 me driving in Algiers = higher 

risk! 
 you driving in Algiers = lower risk 

 Mitigations: 
◦ Reduce risk 
 seatbelts 
 anti-lock breaks 
 driving lessons 
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 Risk is a function of

◦ Probability that an incident 
will occur (likelihood)

◦ Severity if the event occurs 
(consequence)

Risk = f (Likelihood, Consequence)
133

 Risk concept
◦ Applies to both Chemical Safety

and Chemical Security

 Safety Incident
◦ Accidental exposure
◦ Uncontrolled reaction
◦ Spill

 Security Incident
◦ Intentional release
◦ Sabotage
◦ Theft or diversion of dual-

use chemicals

• Of chemical, biological, nuclear, and radiological materials, chemicals
are used maliciously the most often
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1. Low
◦ Laboratory procedures are routine; staff is trained and 

experienced; materials used are mostly benign and/or 
present in microscale amounts only

◦ An incident would not likely be an emergency

2. Moderate
◦ Procedures are not routine; staff may be partially trained or 

have limited experience; materials are reactive, flammable, 
toxic, and/or present in moderate quantity

◦ An incident could constitute or develop into an emergency

3. High
◦ Procedures are novel or extremely delicate; staff may be 

untrained or inexperienced; materials are highly reactive, 
toxic, explosive and/or present in large quantities

◦ An incident would be a life and facility-threatening 
emergency
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1. Low
◦ Assets are possibly targets for theft or diversion
◦ Consequences of loss or release are minimal

2. Moderate
◦ Assets are attractive for theft or diversion due to 

monetary value or dual-use
◦ Consequences could threaten the public; misuse 

could be harmful or even lethal to a small number of 
people, and would certainly damage the institution, 
its programs, and reputation

3. High
◦ Assets are very valuable or hard to acquire dual-use 

materials
◦ Consequences of misuse could result in harm or 

death to many people
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 Types of CSS Controls
◦ Administrative
◦ Operational
◦ Engineering
◦ PPE

 Decrease likelihood

 Decrease consequence

Risk = f (Likelihood, Consequence)
137

1. Examine Jobs and Processes

2. Identify Hazards

3. Characterize Safety Risks

4. Are Risks Acceptable?

Yes No

Proceed with work and
6. Follow up with periodic repeat of steps 1-5

5. Implement Additional 
Control Measures

Establish Risk 
Levels 
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1. Define Threats (Adversaries)

2. Identify Assets to Protect

3. Define Security Scenarios

5. Are Risks Acceptable?

Yes No

Proceed with work, and
7. Follow up with periodic repeat of steps 1-5

6. Implement Additional 
Security Measures

4. Assess Security Risks
Establish Risk 

Levels 
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1. Define Threats (adversaries) 
 Adversaries
◦ Motive
◦ Means
◦ Opportunity
 Outsiders—no authorized access
 Insiders—authorized access
 Collusion—between Outsiders and Insiders

 Actions
◦ Sabotage
◦ Theft

 Assets

1. Define Threats

2. Identify Assets 

3. Define Security Scenario

5. Are Risks Acceptable?

Yes No

Proceed with work, and
7. Follow up, periodic repeat of steps 1-5

6. Implement Added 
Security Measures

4. Assess Security Risks
Establish Risk 

Levels 
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2. Identify Assets (Targets) of interest
 Dual-use materials
◦ Need a working inventory
◦ Need an understanding of dual-use materials
 Likelihood and Consequences of malicious use
 Ease or difficulty
 Quantity
 Location
 How they are used

 Information
 Equipment
 Expertise

1. Define Threats

2. Identify Assets 

3. Define Security Scenario

5. Are Risks Acceptable?

Yes No

Proceed with work, and
7. Follow up, periodic repeat of steps 1-5

6. Implement Added 
Security Measures

4. Assess Security Risks
Establish Risk 

Levels 
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3. Define security scenarios 
 Create scenarios
◦ What/where are assets, security barriers/delays, access controls, 

detection systems, response personnel?
 Alarm assessment:  Is it real, or a false alarm?

◦ What do adversaries have? 
 Expertise, equipment, weapons, tools, etc.? 

◦ What are routes of entry?
 Doors, windows, ducts, 

roofs, underground, etc.?
1. Define Threats

2. Identify Assets 

3. Define Security Scenario

5. Are Risks Acceptable?

Yes No

Proceed with work, and
7. Follow up, periodic repeat of steps 1-5

6. Implement Added 
Security Measures

4. Assess Security Risks
Establish Risk 

Levels 

142

4. Assess security risks
 Analyze scenarios
◦ What factors affect likelihood of a security incident?
 Is the likelihood low, moderate, or high?

◦ What are the factors affecting the consequences of a security 
incident?
 Are the consequences low, moderate, or high?

1. Define Threats

2. Identify Assets 

3. Define Security Scenario

5. Are Risks Acceptable?

Yes No

Proceed with work, and
7. Follow up, periodic repeat of steps 1-5

6. Implement Added 
Security Measures

4. Assess Security Risks
Establish Risk 

Levels 
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4. Assess security 
risks

On the basis of 
likelihood and 
consequence, are the 
security risks low, 
moderate, or high?

Why, and what 
can change? Low risk

Moderate risk

High risk
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5. Are risks acceptable?
 How do you establish an acceptable level of security risk?
◦ Are there national security standards?
◦ Are there other limits imposed by the institution?
 If you don’t know, how can you find out?
 What do you do if there are not established limits?

1. Define Threats

2. Identify Assets 

3. Define Security Scenario

5. Are Risks Acceptable?

Yes No

Proceed with work, and
7. Follow up, periodic repeat of steps 1-5

6. Implement Added 
Security Measures

4. Assess Security Risks
Establish Risk 

Levels 
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6. Implement additional control measures where 
needed to reduce security risks to acceptable levels

 What controls are needed to reduce the security risks?
◦ Administrative
◦ Operational
◦ Engineering 1. Define Threats

2. Identify Assets 

3. Define Security Scenario

5. Are Risks Acceptable?

Yes No

Proceed with work, and
7. Follow up, periodic repeat of steps 1-5

6. Implement Added 
Security Measures

4. Assess Security Risks
Establish Risk 

Levels 
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7. Follow up with periodic repeat of steps 1-5

 Have scenarios changed?

 Could further improvements be made?

 How often should follow-up assessments be 
performed? 1. Define Threats

2. Identify Assets 

3. Define Security Scenario

5. Are Risks Acceptable?

Yes No

Proceed with work, and
7. Follow up, periodic repeat of steps 1-5

6. Implement Added 
Security Measures

4. Assess Security Risks
Establish Risk 

Levels 
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 Risk is a function of Likelihood and Consequence
(probability and severity) 
◦ Applies to both safety and security

 Workplaces need to be safe, secure, and productive
◦ Assessing and characterizing CSS risks allows controls to be 

applied in a graded manner
 Larger effort to reduce high risks
 Smaller effort to reduce low risks
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Sandia is a multi-program laboratory operated by Sandia Corporation, a Lockheed Martin Company,
for the United States Department of Energy’s National Nuclear Security Administration 

under contract DE-AC04-94AL85000.

Chemical Security Awareness Workshop 

SAND No. 2013-1393P
Sandia is a multiprogram laboratory operated by Sandia Corporation, a Lockheed Martin Company,

for the United States Department of Energy’s National Nuclear Security Administration
under contract DE-AC04-94AL85000.

 Shelter & Security 
◦ Control access 
◦ Control activities 
◦ Natural events (weather, etc) 
◦ Emergency response & systems 

 All of above, plus: 
◦ Keep in budget 
◦ Energy efficiency 
◦ Environmentally sustainable 
◦ Community friendly 
◦ Aesthetics 

 Protection of: 
◦ All occupants, 
 users, 
 staff/workers, 
 visitors, 

◦ Community 
◦ Environment 
◦ Property

 Enable the Work
◦ Efficiently and effectively 
◦ Safely 
◦ Interface with services 
 utilities
 surrounding facilities and 

activities 
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 Stakeholders: 
◦ Owner & Administrators 
◦ Facility Users 
◦ Building users 
◦ Environmental, health, and safety 

personnel
◦ Facilities 
◦ Community 
 Surrounding businesses/neighbors 

◦ Architects
◦ Engineers
◦ Builders

 Roles: 
◦ Funding, management, ownership
◦ Expertise, needs, operations 
◦ Building activities, needs 
◦ Safety expertise, regulation compliance 
◦ Standards & policy, maintenance 
◦ Inform and consent, 

• “good neighbors”  
◦ Project design/coordination  
◦ Utilities & systems design 
◦ Construction coordination 

If possible, make facility users a part of 
the facility design process 
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Design & building 
is an iterative process: 
1. Programming 

• needs & requirements 

2. Schematic Design 
• Basic relationships/layout 

3. Design Development 
• Detailed coordination 

4. Final Design & Bidding 
• Select Contractor for construction 

5. Construction 

A
C

B

$$$
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 Location of buildings and rooms
 In Labs/Process Areas: 
◦ Type of work/research
◦ Number of occupants and their technical 

qualifications 
◦ Time and duration of occupancy
◦ Anticipated changes in work/research
◦ Hazards 
◦ Waste 
◦ Space and storage requirements
◦ Arrangement of equipment and work 

benches  
◦ Traffic flow of people, equipment, and 

materials

 Emergencies
◦ Fires, evacuation 
◦ Spills/chemical exposure 

 Systems and maintenance 
◦ Electrical, plumbing  
◦ Heating, Ventilation, and Air 

Conditioning (HVAC) 
 Security/access controls
 Environment 
◦ Energy efficiency 
◦ Pollution 

 Laws and regulations 
 More… 

There are many things to consider !! 
 Iterative design process 
 Many challenges 

Equipment Tie-downs for Earthquake 
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 When begin Security design? 
◦ At the beginning!! 
 Security is a fundamental goal of buildings 
 Effective and efficient 

 Result of Security design late in the process… 
◦ Poor security. 
◦ Expensive reconstruction and poor security.  
◦ Expensive operations and poor security.  

 When begin project Security? 
◦ At the beginning!! 
 Don’t share building plans 
 Non-disclosure agreements 
 Background checks of designers/workers 
 Consider security of construction work & site 

Secure facilities don’t just happen – they 
are designed that way!! 
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Infrastructure

Access Controls

Facility  & Systems

Storage 

Knowledge 

 Maximize containment
 Redundancy is the key
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 Spill protection & secondary 
containment:  
◦ Liquid-tight dikes or recessed floors, 
◦ Prevent leaks from contacting other 

containers, 
◦ Raised grating, 
◦ Removable grating for clean up,
◦ Separate secondary containments to prevent 

mixing of leaked materials. 

 Store large volumes of chemical 
waste in buildings with few people 
◦ Restrict access 
◦ Divide into chemically compatible 

groups
◦ Provide safety equipment and alarms
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 Safe Storage: 
◦ Flammable cabinets 
◦ Acid cabinets 
◦ Refrigeration 
◦ Gas cylinders 
◦ Segregation of chemicals 
 new stocks 
 waste chemicals 

 Secure Storage: 
◦ Surety agents  
◦ Precursors  
◦ High-hazard chemicals 
◦ Theft targets 
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 Site Design Considerations: 
◦ Building configuration, 
◦ Setback distances, 
◦ Access control, 
◦ Activity areas, 
◦ Utility placement, 
◦ Lighting, 
◦ Parking, traffic, 
◦ Risks of the surrounding area,  
 building types and occupancies, 
 neighbor activities or targets, 
 off-site land uses, 
 proximity to traffic centers, 
 traffic patterns/types, 
 topography & sight lines, 
 future plans/development. 

 Primary Site Risks for 
chemical facilities 
involve: 
◦ Security of access, 
◦ Transport of materials, 

and 
◦ Emergency response 
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 Campus Security design: 
◦ Buildings differ in the level of protection 
◦ Cluster or disperse hazardous buildings?  
 Cluster similar functions & threat levels, 

• dispersed = extensive security system, 
• separate higher risk from lower risk buildings, 
• separate higher risk buildings from populations. 

◦ Enhance security/access with:  
 Natural barriers;  

• topography & rough terrain, 
• water features, dense planting, 
 Site elements; 

• bollards, fencing, benches, sculptures,  
• Lighting, signage, etc.  

◦ Consequence: 
 Alter wind patterns to affect distribution of hazardous 

releases: 
• slopes and valleys channel wind, 
• windbreaks and buildings affect air flow. 

Bldg

Site Zones: 

1-Neighborhood 

2-Standoff 

3-Site Access & 
Parking 

4-Site Interior 

5-Building 
Envelope 

6-Building 
Operations 

Source:  Site Security Design Guide, US General Services 
Administration, June 2007. 
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Site Wall & Planting around air 
intakes 

Existing Staff Entry Closed 

Automatic Exit Gate 

Adjacent Building provides 
adequate standoff 

Existing Fence at Park to remain 

Vehicle Inspection Point outside 
of Standoff to screen Service 
Entry & vehicles 

Combined Guard Booth 

Vehicle Inspection Point outside 
of Standoff to screen Service 
Entry & vehicles 

Hardened Planter Wall

New Entry Stairs at corners

Surveillance Camera 

New Security Pavilion to 
Regulate Entry 

Handicap Ramp for 
Accessibility and Entry 
Queuing 

Hardened Site Wall at Ramp 

Depressed Water Basin 

Existing 
Building

Adapted from: Site Security Design Guide, US General 
Services Administration, June 2007. 
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Source:  US-GSA, “P-100 Facilities Standards for the Public Buildings Service”; 2010,  http://www.wbdg.org/ccb/GSAMAN/p100.pdf
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 Isolate people from exterior releases: 
◦ Pressure/ventilation zones 
◦ Control access to: 
 mechanical rooms, 
 equipment/controls, 
 air distribution/ducts, 
 roofs. 

◦ Air supply/intakes 
 Covers/dampers 
 Away from traffic 
 Higher is better 

 Detection, filtration, 
neutralization  
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 Security Zoning: 
◦ Public Zone: 
 Parking & Walks 

◦ Semi-Public Zone: 
 Controlled entry 
 Limited waiting 

◦ Security Zone: 
 Screening, processing 
 Detention area 

◦ Private Zone: 
 Controlled access areas 

 Mechanical systems? 
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Design Examples: 
Access Control 

Source:  Site Security Design Guide, US General 
Services Administration, June 2007. 

Parking & Loading Dock Access Control 

Main Lobby Access Control 

Vehicle Traffic Control 

Source:  US-DOT, “Transit Security Design Considerations”, 
Nov. 2004, http://transit-safety.fta.dot.gov/security/
SecurityInitiatives/DesignConsiderations/CD/sec5.htm

Personnel Access Controls 
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 Entrances and Exits
◦ Safety: 2 or more exits from each room 

and building
◦ Security: access control

 Emergency exit doors
◦ Lack handles/locked on outside
◦ Have “panic bar” on inside
◦ Set off alarm when opened

 What about high rise buildings & 
basements?
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 Zones
◦ Based on hazards, access 

and activities
◦ Allows for graded 

application of controls

 Examples
◦ Fire safety
◦ Access control for security 

reasons
◦ Separate atmospheres 
◦ Building floors 

168
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 Risk zones: 
◦ Safety 
 separation
 egress 

◦ Security 
 access control, 
 standoff 

◦ Efficiency 
 utilities, 
 ventilation, 
 daylighting
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 ATF FRL National Lab Center: 
◦ structural frame follows a simple and efficient 

matrix for operational flexibility, 
◦ lab functions that require no daylight occupy 

the middle zone.
◦ lab spaces that require daylight are located at 

the perimeter, 

Source:  “Forensic Science Communications”,  US-FBI, Vol.4(1), Jan 2002, 
http://www.fbi.gov/about-us/lab/forensic-science-

communications/fsc/jan2002/donahue.htm/donf1enlrg.htm

Source:  US-GSA, “P-100 Facilities Standards
for the Public Buildings Service”; 2010,

http://www.wbdg.org/ccb/GSAMAN/p100.pdf
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 Corridors 
◦ Separate movement of
 general population
 laboratory personnel 
 chemicals and laboratory 

materials

◦ Internal utility corridor 
provides
 access to utilities for 

maintenance
 additional emergency exits General 

Lab
Utility 
Corridor

Staff 
Office

Chemical 
Free
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 Modular lab stations
◦ Standard size and layout of benches, 

equipment and utility connections
◦ Customize layout for specific applications 
 Cheaper lab design 
 Easier lab modification or renovation

172
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Flexible Lab Pod 
Configurations. 
From:  Carlson, Ballinger, “Design For 
Change –How Does It Affect Sustainability”, 
Labs21 Conference, 2010. 

Lab Modules 
 Pods 
 Building:  
(Morgridge Institute for Research, 
University of Wisconsin) 

From:  Carlson, Ballinger, “Design For Change –
How Does It Affect Sustainability”, Labs21 
Conference, 2010. 

Lab Modules
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 Structural Grid: 
◦ Often, the structural grid equals two 

lab modules. 
 If lab module is 11’x30’ (3.35x9.14m), 

the structural grid is 22’x30’ 
(6.7x9.14m). 

 Rules of thumb: 
◦ Add length + width of the structural 

grid: 
 If sum is in low 50's (in feet,  or 15-

17m), the grid should be efficient & 
cost-effective.  

 1.2 < L/W < 1.5 
 Above:  22’+30’=52’ (6.7+9.14=15.8m), 

L/W = 1.36 
◦ Floor-to-floor height: 
 Often 14-16ft (4.6m, no interstitial 

space) or 20ft (6.1m) with an interstitial 
space.

Lab Floor-to-Floor Height. 
From:  Ballinger, “Design For Change –How Does It Affect Sustainability”, Labs21 Conference, 
2010. 
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Wet Labs: 
 Utility connections at each module 
◦ can include electrical, vacuum, natural gas, 

oxygen, CO2, distilled water, etc. 
 One 6‘ (2m) fume hood per module:
◦ direct 100% exhaust  
◦ vented chemical storage cabinets under the fume 

hood (acids, flammables) 
 Stable environs for equipment and accurate 

experiments 
 No return air from lab to other spaces 
 Negative pressure in labs. 
 Finishes: 
◦ Resilient surfaces. 

 epoxy paint at walls (floors optional), 
 seamless chemical-resistant flooring with integral 

coved base. 

 Safety: 
◦ All lab spaces should contain: 
 a hand-held chemical fire extinguisher
 a fire alarm pull station by each egress 

point 
 an audible and visible alarm in each 

occupiable space 
 toxic gas monitors where used and 

stored 
 eyewash and deluge shower located 

at every 4 modules. 
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Building Type 
$/Sq Ft $/Sq M Relative 

Cost* New/Renovate Ratio 
*Relative Cost from normalized cost of office buildings 
Classrooms 99.50 9.24 0.65 New/renovate

new 232.00 21.55 1.53 4.19
renovated 55.33 5.14 0.36

Offices 152.00 14.12 1.00 New/renovate
new 192.67 17.90 1.27 1.73
renovated 111.33 10.34 0.73

College Dry Labs 193.00 17.93 1.27 New/renovate
new 249.50 23.18 1.64 2.12
renovated 117.67 10.93 0.77

Hospital/Clinic 251.60 23.37 1.66 New/renovate
new 281.50 26.15 1.85 2.13
renovated 132.00 12.26 0.87

College Wet Labs 282.25 26.22 1.86 New/renovate
new 302.33 28.09 1.99 1.36
renovated 222.00 20.62 1.46

Biotech Labs 414.00 38.46 2.72
Research Labs 435.00 40.41 2.86 New/renovate

new 454.00 42.18 2.99 1.14
renovated 397.00 36.88 2.61

 Must balance cost with future function when considering new versus 
remodeled laboratory space. 
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 When a laboratory is modified 
or vacated, 
ensure that: 
◦ Chemicals have been safely 

moved to another lab, returned 
to the stockroom, or properly 
disposed of

◦ Any contamination has been 
removed from the
 Room (floor, ceiling, walls)
 Furniture
 Equipment and fixtures
 Plumbing system
 HVAC ductwork
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 Labs use a lot of energy 
◦ Reliability of energy is very important:  
 for research without power interruptions, 
 to protect equipment and experiments, 
 for safety & security systems. 

 When should labs consider on-site 
power generation? 

 To meet a variety of needs, such as: 
◦ high-quality, reliable power; 
◦ standby power; 
◦ for safety or emergencies; 
◦ low-cost energy if energy costs are high; 
◦ off-grid systems; 
◦ peak shaving of high demand costs; 
◦ combined heat & power (CHP) where 

thermal/electrical energy can be used. 
CHP system for Bristol-Meyer Squibb lab in 
Connecticut USA can meet 100% of the lab's 
power demand.

Source: US-DOE/EPA, DOE/GO-102003-1773, Labs for the 21st

Century, “Best Practices – On-Site Power Systems for 
Laboratories”,  2003; 
http://www.nrel.gov/docs/fy04osti/33978.pdf
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 Labs use a lot of energy: 
◦ Labs typically consume 5-10 times 

more energy per unit area than 
office buildings;  

◦ Specialty labs, such as clean 
rooms, can consume 100 times the 
energy of an equal size 
institutional facility; 

 Factors: 
◦ Air changes 
◦ Connected plug loads 
◦ Changing work needs 
◦ Strict controls for research 

Reduce & manage demand:
 Zone building for energy needs; 
◦ Survey energy demands; 
◦ Reduce total air changes; 
◦ Low-pressure HVAC design 
◦ Efficient use  
◦ Energy management system (EMS) 

180
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Integrated lighting: 
 daylighting and electric 

lighting work together:  
◦ zones for electric lights, 
◦ selecting proper task and 

ambient lights, and 
◦ determining best controls for 

lights, including:  
 photosensors and 
 occupancy controls. 

Drawing illustrates a rule of thumb for daylighting. 
Source: Labs for the 21st Century, “Best Practices – Daylighting in Laboratories”, 
2003; http://www.nrel.gov/docs/fy04osti/33938.pdf
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 Integrate natural ventilation with 
energy system controls, 

 Example: 
◦ St. Vincent Univ Hospital (Dublin), 

atrium is naturally ventilated; labs are 
mechanically conditioned; 
 related to lab building zones; so areas 

requiring mechanical air are divided from 
other less critical, natural ventilated, areas 

 Cautions !! 
◦ Must maintain air pressures to prevent 

exposures from lab air to other spaces; 
◦ Control humidity & temperature for equipment 

& experimentation. 
◦ Control insect & dust intake. 

Controlled natural ventilation of Victoria Barracks, Sydney; with cross flow 
natural ventilation and a solar chimney.  
Source: Sustainability Victoria, AU “Smart Business Resources - Natural Ventilation Systems”, 2008;  
http://www.resourcesmart.vic.gov.au/documents/Natural_Ventilation_Systems.pdf

Natural ventilation at ab Anbar (reservoir) 
Source: Bahram Maleki, et.al.; “Optimization of Badgir (wind tower) in 
Iranian Hot-Arid Region Architecture”, 1988; Conference On Technology 
& Sustainability in the Built Environment. 
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Conclusion:

Together
we can design, build, and operate 
safe and secure chemical facilities!

183

Chemical Security Awareness Workshop 
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Procure/
Receipt Storage 

Reuse/   Recycle

Disposal Use

185

Waste

New 
Chemical

Chemical Management: 
Benefits

 Reduces cost of: 
◦ Raw materials 
◦ Hazardous waste disposal 

 Facilitates plant sustainability
 Facilitates environmental compliance
◦ Improves quality of research
◦ Improves quality of lab instruction

 Improves security
◦ Insider threat
◦ Outsider threat

186

 Chemical Management Elements
◦ Source reduction
◦ Chemical ordering
◦ Inventory and tracking
◦ Storage 
◦ Chemical sharing program 
◦ Access control
◦ Recycling chemicals, containers and packages 
◦ Chemical disposal

187

• System of tracking is container-based 
or static inventory

• Each container, tank, or cylinder is 
given a barcode sticker

• Barcode labels may be printed using a 
direct thermal printer 

Photo credit: Fabian M. Dayrit and Jaclyn Elizabeth R. Santos 
Chemistry Department Ateneo de Manila University, Loyola Heights, 
Quezon City 188
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Advantages:
• Query for container location
• Link a chemical to safety data sheet
• Track chemicals of concern
• Document disposal or waste transfer

Recommendations:
• Perform a periodic site inspection

- Assures accuracy of the inventory
- Visual inspection of: 
 container condition 
 proper segregation 

Photo credit: Fabian M. Dayrit and 
Jaclyn Elizabeth R. Santos

Chemical Inventory:  
Barcode Systems 
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 Institute a procurement approval system
 Written procedure: 
◦ Document who orders chemicals 
◦ Document what chemicals require approval 
◦ Who approves 

 Link ordering to a product review system 
◦ Engineering, Environmental Health & Safety, Facility, 

and Fire Protection Staff 
 Track “chemicals of concern” 
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Possible Steps: 
1. Authorized person places order, using 

requisition form,
2. Supervisor reviews order, 
3. ES&H Officer evaluates order,
4. Approved requisition form sent to 

Purchasing,
5. Order is placed,
6. The order is shipped to the Receiving 

Dept. 
7. Order is processed, then delivered to the 

Owner.

191

 Searches and Reports:
◦ Find an (M)SDS
◦ Inventory search 
◦ Regulatory reports
◦ Chemical storage locations

 Transfers, removal, and verification :
◦ Add/transfer/remove from the inventory
◦ Chemical inventory verification 
◦ Chemical exchange 

192
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BARCODE LOCATION DEPT QUANTITY UNIT Purchase Date
AQ00600682 NM/518/1111 1725 1 L 10/24/2006
AQ00602185 NM/518/1123 1111 100 mL 11/20/2006
AQ00582298 NM/518/1302 1131 1 L 8/8/2006
AQ00602186 NM/518/1302 1131 100 mL 11/20/2006
AQ00602187 NM/518/1302 1131 100 mL 11/20/2006
AQ00582307 NM/518/1302 1131 4 L 8/8/2006

Storage and Tracking Data: 
Query for toluene   

(M)SDS and Certificates of Analysis may also be included

193

CHEMICAL NAME MSDS QTY STATE PURCHASE 
DATE OPEN? 

DEVCON 5 MINUTE 
EPOXY KIT NL203800 73.9 mL Liquid 07/25/2001 Not Open 

5 MINUTE EPOXY KIT NL203800 73.9 mL Liquid 08/06/2003 Not Open 

TOLUENE OHS23590 500.0 mL Liquid 03/25/1999 Not Open 

TOLUENE OHS23590 500.0 mL Liquid 03/25/1999 Not Open 

Excess Shared Chemicals:  
Search by Users

194

 How old are your chemicals?

 Some chemicals degrade over time
◦ rotate stock
◦ label & date

 Chemical assays have expiration dates 

195

 Examples:
◦ Peroxide-forming 
 Ethers, dioxane, tetrahydrofuran
 http://www.med.cornell.edu/ehs/updat

es/peroxide_formers.htm
◦ Perchlorate-forming 
 perchloric acid

◦ Water/moisture sensitive 
 Na, K, Li, LAlH, flammable metals

 Control measures:
◦ Inventory control
◦ SOPs, inspections

196
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 Where are chemicals stored?
 Consider unusual storage sites 
◦ Loading docks
◦ Outside locations
◦ Waste storage facility
◦ Chemicals contained in equipment 

 Resource
Guidelines for Safe Warehousing of Chemicals, Center 
for Chemical Process Safety, ISBN: 978-0-8169-
0659-8

197

 Protect chemicals during normal operations 
 Protect chemicals during unexpected events
◦ Floods
◦ Tidal waves
◦ Earthquakes
◦ Typhoons
◦ Hurricanes

198

 Separate acids and bases
 Separate incompatible chemicals
 Separate flammables/explosives from ignition 

sources
 Use flammable storage cabinets for large 

quantities of flammable solvents
 Separate alkali metals from water

199

 Secure (chain/clamp) in place  
 Separate & label empty cylinders
 Store in well-ventilated area
 Screw down cylinder caps
 Separate flammable from 

reactive/oxidizing gases

200



51

 Limit access
◦ “Authorized Personnel Only”
◦ Lock the area/room/cabinets when 

not in use
 Storage area is cool and well 

ventilated
 Attach storage shelves to wall or 

floor
 Shelves should have a ¾” front 

lip
◦ for earthquakes, have a rod several 

inches above shelf

201

Tank Storage:
 Tank material compatible with the 

chemical stored
◦ Mild Steel
◦ Stainless steel
◦ Cross-linked high density 

polyethylene
 Spill containment
◦ Double walled/lined tanks
◦ Berms

 Security/Impact protection

Photo credit: Bailiff Enterprises, Inc. Houston, Texas 
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Design and Construction:
 Spill containment
◦ Maximum probable spill plus fire 

sprinkler water 
◦ Primary containment 
 Drains, trenches

◦ Secondary containment
 Recessed loading dock
 Concrete berms, grates

 Separate incompatible chemicals
◦ Oxidizers, corrosives, flammables
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 Proper training of chemical personnel
 Only trained and approved personnel
◦ have access to stock room and keys
◦ administrative privileges to inventory and database

 Locked doors and cabinets for controlled 
substances
◦ Radioactive materials
◦ Drugs and consumable alcohol
◦ Explosives (special handling facility)
◦ Dual use chemicals
◦ Hazardous waste - high toxicity chemicals

204



52

205

Chemical Security Awareness Workshop 

INSERT SLIDES FROM 
INVITED SPEAKER HERE

207

Chemical Security Awareness Workshop 
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Breakout Discussions: 
Chemical Safety and Security

209

Sandia is a multi-program laboratory operated by Sandia Corporation, a Lockheed Martin Company,
for the United States Department of Energy’s National Nuclear Security Administration 

under contract DE-AC04-94AL85000.


